IN THE UNITED STATES DISTRICT COURT
FOR THE SOUTHERN DISTRICT OF NEW YORK

THOMAS B. WILNER, et al., )
)

Plaintiffs, )

)

v, ) Civil Action No. 07-CIV-3883

)

NATIONAL SECURITY AGENCY and )
DEPARTMENT OF JUSTICE, )
)

)

Defendants. )

)

DECLARATION OF JOSEPH J. BRAND

I, Joseph J. Brand, declare as follows:

1. T 'am the Associate Director, Community Integration, Policy and Records for
the National Security Agency (“NSA” or the “Agency”). I have been employed with
NSA since 2000, and prior to my employment, I served as a Military Intelligence Officer
in the U.S. Army for almost 29 years. Prior to this current assignment, I held various
senior and supervisory positions including the Deputy Chief of Staff for Operations and
Support for the Signals Intelligence Directorate, wherein [ oversaw signals intelligence
(SIGINT) operations of NSA, which included the SIGINT units of the U.S. armed
services. While the Deputy Chief of Staff for Operations and Support for the SIGINT
Directorate, I was responsible for protecting NSA SIGINT activities, sources and
methods against unauthorized disclosures.

2. As the Associate Director, Community Integration, Policy and Records, [ am a
TOP SECRET classification authority, pursuant to Section 1.3 of Executive Order 12958,

as amended March 25, 2003, and I am responsible for the processing of requests made



pursuant to the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552, for NSA records.
It is also my responsibility to assert FOIA Exemptions in the course of litigation.

3. My statements herein are based on my personal knowledge of SIGINT
production and NSA operations and the information available to me in my capacity as the
former Deputy Chief of Staff for Operations and Support for the SIGINT Directorate and
as the current NSA Director of Policy. Of import is the fact that I was one of NSA’s
Original Classification Authorities for the Terrorist Surveillance Program (TSP)', when I
served as the Deputy Chief of Staff for the SIGINT Directorate, and I was one of the few
Agency officials who had been cleared to have access to the details of the TSP and the
documents related thereto. I was responsible for ensuring that these details were properly
classified when necessary to protect intelligence sources and methods. Accordingly, I
have knowledge of the documents reviewed by NSA in response to the Plaintiffs’ FOIA
request seeking records pertaining to the TSP, which was operational at the time the
Plaintiffs submitted their FOIA request.

ORIGIN AND MISSION OF NSA

4. NSA was established by Presidential Directive in 1952 as a separately
organized agency within the Department of Defense. See Executive Order 12333,
Section 1.12(b). NSA’s cryptologic mission has three functions: to collect, process, and

disseminate SIGINT information for national foreign intelligence purposes; to conduct

" The Foreign Intelligence Surveillance Court (“FISA Court” or “FISC”) issued orders on January 11,
2007 authorizing the Government to target for collection, international communications into or out of the
United States where there is probable cause to believe that one of the parties to the communication is a
member or agent of al Qaeda or an associated terrorist organization. In light of these FISC Orders, any
electronic surveillance that was occurring as part of the Terrorist Surveillance Program (“TSP”) is now
being conducted subject to the approval of the FISC, and the President has decided not to reauthorize the
TSP. The TSP is no longer operative. See Attorney General Alberto Gonzales’s letter to the United States
Senate Committee on the Judiciary dated January 17, 2007.



information security activities; and to conduct operations security training for the United
States Government.

5. Signals intelligence is one of NSA's primary missions. NSA’s SIGINT
mission is to obtain information from foreign electromagnetic signals and to provide,
frequently on a rapid response basis, reports derived from such information or data to
national policy makers, combatant commanders, and the intelligence community of the
United States Government. A primary SIGINT mission of NSA is to intercept
communications in order to obtain foreign intelligence information necessary to the
national defense, national security, or the conduct of the foreign affairs of the United
States. The SIGINT collection mission of NSA provides national policy makers and the
intelligence community with highly reliable foreign intelligence information.

6. The Agency's SIGINT mission includes intelligence sources and methods,
which enable it to keep pace with challenging developments in communications
technology. In the course of fulfilling its mission, NSA produces foreign intelligence and
reports it to customers within the United States Government.

7. There are two primary reasons for gathering and analyzing intelligence
information. The first, and most important, is to gain the information required to direct
U.S. resources as necessary to counter external threats. The second reason is to obtain the
information necessary to direct the foreign policy of the United States. Information
produced by SIGINT is relevant to a wide range of important issues, including military
order of battle; threat warnings and readiness; arms proliferation; terrorism; and foreign

aspects of international narcotics trafficking. This information is often critical to the



formulation of U.8S. foreign policy and the support of U.S. military operations around the
world. Moreover, intelligence produced by NSA is often unobtainable by other means.

8. NSA has developed a SIGINT collection network that acquires, among other
things, foreign and international electronic communications. The technological
infrastructure that supports NSA's foreign intelligence information collection network has
taken years to develop at a substantial cost and untold human effort. It relies on
sophisticated collection and processing technology.

9. NSA's ability to produce foreign intelligence information depends on its access
to foreign and international electronic communications. Further, SIGINT technology is
both expensive and fragile. Public disclosure of either the capability to collect specific
communications or the substance of the information itself can easily alert targets to the
vulnerability of their communications. Disclosure of even a single communication holds
the potential of revealing the intelligence collection techniques that are applied against
targets around the world. Once alerted, SIGINT targets can implement measures to
thwart continued SIGINT collection.

10. Information obtained from intercepted foreign communications is called
communications intelligence (“COMINT”). NSA's COMINT efforts constitute only part
of the functions and activities of the Agency. A fundamental tenet of the COMINT
process is that the identity of specific communications (commonly referred to as
"targets"), the degree of success in exploiting these targets, and the vulnerability of
particular foreign communications are all matters that must be maintained in strictest
secrecy because of the fragility of the ability to exploit foreign communications.

Disclosure of the identity of the targets, the ability to exploit those targets, or the



vulnerability of particular foreign communications would encourage countermeasures by
the targets of NSA'S COMINT efforts. If a target is successful in defeating an intercept
operation, all of the intelligence from that source is lost unless and until NSA can
establish new and equivalent exploitation of that target’s signals. If a source becomes
unavailable, the military, national policymakers, combatant commanders, and the
intelligence community must operate without the information the signals provided. Such
losses are extremely harmful to the national security of the United States.
THE TERRORIST SURVEILLANCE PROGRAM (TSP)

11. Following the devastating attacks of September 11, 2001, the President of the
United States authorized the NSA to intercept international communications into and out
of the United States of persons linked to al Qaeda or related terrorist organizations
(hereinafter, the “Terrorist Surveillance Program™ or “TSP”). The TSP was a targeted
and focused program intended to help “connect the dots” between known and potential
terrorists and their affiliates. In order for communications to be intercepted under the
TSP, there was a requirement to have a reasonable basis to conclude that one party to the
communication was located outside the United States and that one party to the
communication was a member of al Qaeda, affiliated with al Qaeda, or a member of an
organization affiliated with al Qaeda or terrorism. Thus, the TSP program was an “early
warning” system with one purpose: to detect and prevent another catastrophic attack on
or within the United States.

12. The TSP was a SIGINT program that was critical to the national security of
the United States. The President publicly acknowledged the existence of the program on

December 17, 2005. As the President has made clear, however, details about the TSP



remain highly classified and subject to special access restrictions under the criteria set
forth in Executive Order 12958, as amended. Unauthorized disclosure of information
regarding the TSP can be expected to cause exceptionally grave damage to the national
security of the United States. Thus, pursuant to the criteria outlined in Executive Order
12958, as amended, information related to the TSP is classified TOP SECRET, and is
subject to the special access and handling requirements reserved for “Sensitive
Compartment Information,” (SCI), because it involved or was derived from particularly
sensitive intelligence sources and methods,

13. NSA’s SIGINT operations, including the TSP (the surveillance authorized by
the President) or the surveillance now authorized by the FISC, are both sensitive and
fragile. The critical intelligence information that is derived from NSA’s SIGINT
operations depends upon the collection of electronic communications, which can be
easily compromised if targets are made aware of NSA capabilities and priorities. If an
individual learns or suspects that his\her signals are or may be targeted by the NSA for
collection, he\she may take steps to evade detection, to manipulate the information that
NSA receives, or to implement other countermeasures aimed at undermining the NSA’s
operations. The resulting loss of intelligence from such a source deprives U.S. policy
makers of information critical to U.S. interests, such as the prevention of terrorist attacks.

14. Congress has specifically recognized the inherent sensitivity of the SIGINT
activities of the NSA; thus, Congress has passed statutes to protect the fragile nature of
NSA's SIGINT efforts. These statutes recognize the wln&ability of signals intelligence
to countermeasures of a foreign power or terrorist party and the significance of the loss of

valuable foreign intelligence information to national policymakers, combatant



commanders, and the intelligence community. These statutes are: Section 6 of the
National Security Agency Act of 1959 (codified at 50 U.S.C. § 402 note); Section
102A(i)(1) of the Intelligence Reform and Terrorism Prevention Act of 2004, 50 U.S.C. §
403-1(i)(1); and 18 U.S.C. § 798. Under these three statutes, NSA is specifically
authorized to protect certain information concerning its activities, and its intelligence
sources and methods, from public disclosure.

PLAINTIFE’S FOIA REQUEST

15. By letter dated January 18, 2006, William Goodman, Legal Director for the
Center for Constitutional Rights (“CCR”), submitted a FOIA request, on behalf of the
Plaintiffs, to the NSA seeking records concerning warrantless electronic surveillance that
reference any of the individuals identified in Appendix A of his FOIA request (i.e. the
Plaintiffs) and records concerning the development, approval, and implementation of the
domestic surveillance program. Attachment 1. Mr. Goodman further set out eight (8)
items to describe the information he was seeking in its FOIA request. Id.

16. NSA’s former Director of Policy, Louis Giles, responded by letter dated
February 28, 2006, wherein he informed the Plaintiffs, through CCR’s Legal Director,
that NSA could not acknowledge the existence or non-existence of records responsive to
item #1 of Plaintiffs’ request, and therefore, he was denying this portion of their request
pursuant to the first and third exemptions of the FOIA. Attachment 2. Mr. Giles further
informed Plaintiffs that NSA did not have records responsive to items #2 and #5 of their
request, and for items #3-4 and #6-8, other than the two Director’s Messages to the NSA
workforce that were released with this letter, there was responsive information, but it was

properly and currently classified and protected from statute and thus exempt from



disclosure pursuant to the first and third exemptions of the FOIA. Id. Additionally, Mr.
Giles informed Plaintiffs that some of the responsive information to items #3-4 and #6-8,
in addition to being exempt based on the first and third exemptions of the FOIA, was
exempt from disclosure pursuant to the fifth exemption of the FOIA, because the
information was protected by the predecisional deliberative process privilege, attorney
client privilege, and/or was attorney work product. m Further, Mr. Giles informed
Plaintiffs that a document responsive to Plaintiffs item #4 originated with another
government agency and that he referred this document to that agency for review and
direct response to them. Finally, Mr. Giles informed Plaintiffs of their appeal rights. Id.

17. Plaintiffs appealed Mr. Giles’ decision by letter dated May 1, 2006.
Attachment 3. NSA’s Deputy Director, who is NSA’s FOIA/Privacy Act Appeals
Authority, denied Plaintiffs’ appeal. Attachment 4. In his denial, NSA’s Deputy
Director informed Plaintiffs of their right to seek judicial review of his decision. 1d.

NSA’S GLOMAR DETERMINATION

18. Plaintiffs seek surveillance records that reference them. NSA’s only response
to such a request is to state that it cannot confirm publicly in any particular case whether
or not any communications were collected pursuant to the TSP or the surveillance now
authorized by the FISC or, conversely, that no such collection occurred.

19. Based on my knowledge of the TSP and my position as the Associate
Director, Community Integration, Policy and Records, the Agency official responsible for
the processing of all requests made pursuant to FOIA, 1 am confident that NSA’s
determination that it could not acknowledge the existence or non-existence of

surveillance information that reference the Plaintiffs was proper because a positive or



negative response to this request would reveal information that is currently and properly
classified in accordance with E.O. 12958 as amended and is protected from disclosure by
statute.”
TSP TARGETING INFORMATION IS CLASSIFIED

20. Acknowledgment of the existence or non-existence of surveillance
information referencing the Plaintiffs would reveal information that meets the criteria for
classification as set forth in Subparagraphs (c) and (g) of Section 1.4 of Executive Order
12958, 60 Fed. Reg. 19825 (Apr. 17, 1995), as amended by Executive Order 13292, 68
Fed. Reg. 15315 (Mar. 25, 2003) (hereinafter “E.O. 12958, as amended™), which
authorizes the classification of information concerning “intelligence activities (including
special activities), intelligence sources or methods, or éryptology,” and “vulnerabilities or
capabilities of systems, installations, infrastructures, projects, plans, or protection systems
relating to national security, which includes defense against transnational terrorism.” In
addition, any such positive or negative response would disclose information that is
subject to Sensitive Compartmented Information (SCI) control systems, which requires
special access and handling restrictions. |

21. Such information is currently and properly classiﬁed TOP SECRET-SCI
pursuant to Executive Order 12958, as amended 25 March 2003, sections 1.2.(1), because
its disclosure reasonably could be expected to cause exceptionally grave damage to the

national security. Any disclosure of this information would obviously and immediately

? I understand that plaintiffs have also brought suit challenging NSA’s withholding of records responsive to
item 3 in their FOIA request. See Second Am. Compl. § 8. When that issue is briefed, NSA will submit a
supplemental declaration explaining why NSA withheld records responsive to that item on the grounds that
they contain information that is currently and properly classified in accordance with E.O. 12958 as
amended; that the information is protected from disclosure by statute; and that, for certain records, the
information, in addition to being classified and protected from disclosure by statute, is also privileged in
accordance with the deliberative process privilege, attorney-work product doctrine, and the attorney-client
privilege.



affect the ability of NSA to fulfill the primary purpose of the TSP, which is now
authorized by the FISC: to detect and prevent the next terrorist attack against the United
States. To identify targets under the TSP is to offer official confirmation that such
persons have been identified as, or linked to, a potential threat. Such official
confirmation is invaluable information to the enemy; its disclosure will alert the enemy
that their operations may have been compromised and allow them to adopt strategies to
circumvent surveillance and to otherwise evade detection, doing immeasurable damage to
the nationél security of the United States.

22. Acknowledging the existence or non-existence of those individuals or
organizations subject to surveillance would provide our adversaries with critical
information about the capabilities and limitations of the NSA, such as the types of
communications that may be susceptible to NSA detection. Confirmation by NSA that a
person’s activities are not of foreign intelligence interest or that NSA is unsuccessful in
collecting foreign intelligence information on their activities on a case-by-case basis
would allow our adversaries to accumulate information and draw conclusions about
NSA's technical capabilities, sources, and methods. For example, if NSA were to admit
publicly in response to an information request that no information about Persons X, Y or
Z exists, but in response to a separate information request about Person T state only that
no response could be made, this would give rise to the inference that Person T is a target
of the TSP. Over time, the accumulation of these inferences would disclose the targets
and capabilities (sources and methods) of NSA’s SIGINT activities and functions and
inform our adversaries of the degree to which NSA is aware of some of their operatives

or can successfully exploit particular communications.
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23. NSA cannot respond to each case in isolation, but must acknowledge that our
adversaries will examine all released information together. This compilation of
information, if disclosed, could reasonably be expected to cause exceptionally grave and
irreparable damage to the national security by providing our adversaries a road map,
instructing them which communications modes and personnel remain safe or are
successfully defeating NSA’s capabilities. Our adversaries could exploit this information
in order to conduct their international terrorist activities more securely, to the detriment
of the national security of the United States.

24. For these reasons, the fact of the existence or nonexistence of the information
concerning the specific targeting of individuals/organizations is a currently and properly
classified matter in accordance with Executive Order 12958, as amended and thus the
Plaintiffs’ FOIA request is properly denied pursuant to FOIA Exemption 1. See People

for the American Way v. Nat’l Security Agency, 462 F. Supp. 2d 21, 27 (D.D.C. 2006).

TSP TARGETING INFORMATION IS PROTECTED FROM DISCLOSURE
BY STATUTE

25. The fact of the existence or nonexistence of targeting information is also
protected from disclosure by federal statute. Acknowledging the existence or
nonexistence of specific targeting information would reveal NSA’s organization,

functions and activities by revealing the success or failure of NSA’s activities. It would

also reveal the intelligence sources and methods that NSA uses to obtain this information.

26. As described above, Congress has enacted three statutes to protect the fragile
nature of NSA’s SIGINT efforts, to include but not limited to, the existence and depth of
signal intelligence-related analytical successes, weaknesses and exploitation techniques.

These statutes recognize the vulnerability of signals intelligence to countermeasures and

11



the significance of the loss of valuable intelligence information to national policymakers,
combatant commanders, and the intelligence community

27. The first of these statutes is a statutory privilege unique to NSA. NSA’s
statutory privilege is set forth in section 6 of the National Security Agency Act of 1959,
Public Law 86-36 (50 U.S.C. § 402 note). Section 6 of the NSA Act provides that
“[n]othing in this Act or any other law . . . shall be construed fo require the
disclosure of the organization or any function of the National Security Agency, of
any information with respect to the activities thereof, . . . ” (emphasis added). By this
language Congress expressed its finding that disclosure of any information relating to
NSA activities is potentially harmful. The courts have held that the protection provided
by this statutory privilege is, by its very terms, absolute. See, e.g., Linder v. NSA, 94 F.
3d 693 (D.C. Cir. 1996). Section 6 states unequivocally that, notwithstanding any other
law, including the FOIA, NSA cannot be compelled to disclose any information with
respect to its activities. See Hayden v. NSA, 608 F.2d 1381 (D.C. Cir. 1979). Further,
while in this case the harm would be very serious, NSA is not required to demonstrate
specific harm to national security when invoking this statutory privilege, but only to show
that the information relates to its activities. /d. To invoke this privilege, NSA must
demonstrate only that the information sought to be protected falls within the scope of
section 6.

28. The second applicable statute is 18 U.S.C. § 798. This statute prohibits the
unauthorized disclosure of classified information (i) concerning the communications
intelligence activities of the United States or (ii) obtained by the process of

communication intelligence derived from the communications of any foreign

12



government. The term “communications intelligence,” as defined by Section 798, means
the procedures and methods used in the interception of communications and obtaining of
information from such communications by other than the intended recipients.

29. The third applicable statute is Section 102A(i)(1) of the Intelligence Reform
and Terrorism Prevention Act of 2004, 50 U.S.C. § 403-1(i)(1), which states that the
Director of National Intelligence shall protect intelligence sources and methods from
unauthorized disclosure.” NSA, as a member agency of the U.S. intelligence community,
must also protect intelligence sources and methods. Like the protection afforded to core
NSA activities by Section 6 of the NSA Act of 1959, the protection afforded to
intelligence sources and methods is absolute. See Central Intelligence Agency v. Sims,
471 U.S. 159 (1985).

30. Acknowledging the existence or nonexistence of specific targeting
information falls within the scope of information protected pursuant to Section 6 of the
National Security Agency Act of 1959, 50 U.S.C. 402 note; to do so would disclose an
“activity of the NSA.” Similarly, acknowledging the existence or nonexistence of
specific targeting information would reveal the sources of intelligence, which are
protected by Section 102A(i)(1) of the Intelligence Reform and Terrorism Prevention Act
0f 2004, and would tend to reveal the methods by which such intelligence is collected,
another category of information protected by that Section. Finally, conﬁrmafion or denial
of this information would reveal the limitations of NSA SIGINT capabilities. This
revelation of communications intelligence capabilities and limitations is prohibited by 18

U.S.C. § 798.

13



31. Given that Congress specifically authorized NSA to withhold information
related to NSA’s functions and activities and its communications intelligence activities,
as well as the sources and methods used by the intelligence community as a whole, I have
determined that NSA's SIGINT activities and functions, and its intelligence sources and
methods would be revealed if NSA confirmed or denied the existence of information
responsive to Plaintiffs’ FOIA request seeking the identification of targets of the TSP.
This information is exempted from disclosure by all three statutgs and thus information
responsive to Plaintiff’s request is also properly withheld under Exemption 3 of FOIA.

I declare under of penalty of perjury that the foregoing is true and correct.
Signed this # @P R day of March 2008

Joseph J. B

Associate Director, Community
Integration, Policy and Records

National Security Agency

14
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January 18, 2006
VIA OVERNIGHT DELIVERY

National Security Agency

Attn: FOIA/PA Office (DC34)

9800 Savage Road

Suite 648

Ft. George G. Meade, Maryland 20755-6248

(fax) 301-688-6198

Re: Freedom of Information Act Request (Expedited Processing Requested)
Dear FOIA/PA Officer:

This letter constitutes a Request for records pursuant to the Freedom of Information Act
(“FOIA™), 5 U.5.C. § 552, et seq., and corresponding regulations. This Request is submitted on
behalf of the Center for Constitutional Rights, its staff and Board attormneys, and the volunteer,
cooperating, and co-counsel attorneys and their staff (collectively, “Requesting Parties” or
“Requesters”) listed in Appendix A attached hereto. A similar request has been submitted to the
following agencies, departments and units of the United States government: the Federal Bureau of
Investigation, the Defense Intelligence Agency, the Central Intelligence Agency, the United States
Army, the United States Navy, the Department of Homeland Security, and the Department of Justice.

1. Requesting Parties

The Center for Constitutional Rights (“CCR”) is a non-profit, public interest organization
that engages in litigation, public advocacy and educational programs on behalf of those who seek to
challenge governmental misconduct, racial injustice, social and economic injustice and violations of
international human rights law in U.S. courts, the courts of other countries and other international
bodies and courts. For the past four years, lawyers and advocates at CCR have represented citizens
and noncitizens identified as alleged terrorists and/or suspected of having affiliations with terrorists.
These persons have been detained in places as diverse as the Metropolitan Detention Center in
Brooklyn, New York; the Passaic County Jail in Patterson New Jersey; the detention center at the
U.S. Naval Station in Guantianamo Bay, Cuba; the Far Falestin Branch Detention Facility of Syrian
Military Intelligence in Damascus, Syria; the Sednaya Prison in Sednaya, Syria; Abu Ghraib Prison
in Baghdad, Iraq; and other U.S. facilities, where they were subject to physical and psychological
abuse or torture, or unlawful rendition.

This Request is made on behalf of the following CCR staff members, staff attorneys,
volunteer attorneys, consultants, and Board Members whe have or may have communicated with
clients, families of clients, atforneys and human rights activists in foreign countries: William
Goodman (a.k.a., Bill Goodman), Barbara Olshansky, Gitanjali Gutierrez (a.k.a., Gita Gutierrez),
Tina Monshipour Foster (Tina Foster), Seema Ahmad, Maria LaHood, Jennifer Green (ak.a., Jennie

Green), Shayana Kadidal (ak.a.,, Shane Kadidal), Rachel Meeropol, Steven MacPherson Watt,
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Matthew Strugar (a.k.a., Matt Strugar) Marc Krupanski, Kelly McAnnany, Claire Tixeire, Michael
Ratner, Jules Lobel, David Cole, Rhonda Copelon, Peter Weiss, Abdeen Jabara, Marilyn Clement,

Charles Hay-Maestre (a.k.a., Charlie Hay-Maestre or Charley Hay-Maestre), and Jeff Hogue.

This Request is also made on behalf of 108 pro bono volunteer, cooperating and co-counsel
attorneys and their staff throughout the United States who have worked with CCR on a variety of
cases, primarily involving petitions for writs of habeas corpus filed on behalf of persons detained at
the U.S. Naval Station in Guantinamo Bay, Cuba. These pro bono attorneys and their staff are listed
in Appendix A.

2.

Definitions

For the purpose of this Request, the following definitions shall apply:

A.

“Electronic surveillance® - refers to

" (a)

®

()

the acquisition by an electronic, mechanical, or other surveillance
device of the contents of any wire, radio or other communication in
any form or format of persons located within the United States
obtained without benefit of warrant, including but not limited to any
and all wiretaps, recordings, surveillance and/or interceptions of
telephonic conversations and/or transactions (including cellular and
satellite phone conversations and/or transactions), interception of e-
mail conversations, or other written communications from public or
non-public web sites or computer networks;

the acquisition by an electronic, mechanical, or other surveillance
device of non-content records obtained without benefit of warrant,
from persons located within the United States that identify the
existence of any communications, including but not limited to pen
registers; and :

the warrantless installation or use of an electronic, mechanical or
other surveillance device for monitoring to acquire information, other
than from a wire or radio communication;'

“Records” - refers to all “records” as defined by the FOIA, 5 U.S.C. §
522(f)(2), including but not limited to existing memoranda, agreements,
notes, orders, policies, procedures, protocols, written or email
correspondence, faxes, files, reports, rules, technical manuals, technical
specifications, training manuals, studies, analyses, audio or video recordings,

1 This request does not include surveillance authorized pursuant to Sections 1802 or 1822(a) of the Foreign
Intelligence Surveillance Act. 50 U.S.C. §§ 1802 or 1822(a).
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transcripts of such recordings, data, papers, guidance, guidelines, evaluations,
instructions, photographs, films, recordings, books, accounts,
communications and all retrievable information in computer storage,
regardless of form of the record as a digital, audio, written, video, or other
record;

C. “Electronic surveillance” “of persons located within the United States” - refers

to records obtained through electronic surveillance of any communications by
or to an individual, individuals, group or groups within the United States,
regardless of whether the communication originated inside or outside the
United States. :

3. Records Sought

- CCR and the other Requesting Parties seek disclosure of records in the possession of any
office of the National Security Agency (“NSA”) and any agency, organization or corporation holding
records at the behest of the NSA concerning any warrantless electronic surveillance or warrantless
physical searches of any person located within the United States from September 11, 2001 to the date
of this FOIA Request that references a Requesting Party. In addition, CCR and other Requesters
seek the disclosure of records concerning the development, approval, and implementation of the

Executive’s warrantless electronic surveillance and/or warrantless physical search program within
the United States.

In order to ascertain the extent of the Executive’s: policies and practices concerning
warrantless electronic surveillance and/or warrantless physical searches of persons located within the
United States, Requesting Parties seek the following records: ’ :

1. All records obtained through or relating to ongoing or completed warrantless
electronic surveillance or physical searches of persons located within the United
States, including logs and indexes, regarding or concerning any Requesting Party -
and/or records of warrantless electronic surveillance or physical searches of persons
located within the United States that reference, list, or name any Requesting Party;

2. Any Executive Orders authorizing the warrantless electronic surveillance or physical

scarches of persons located within the United States referenced in paragraph (1)
above;

3. All records establishing, discussing or referencing the policies, procedures,
guidelines, or practices of the NSA used to (a) identify the individuals or
organizations subject to warrantless electronic surveillance or warrantless physical
searches within the United States; (b) gather information through warrantless
electronic surveillance or warrantless physical searches within the United States; (c)
share this information with other U.S. government agencies and with foreign
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governments or the agencies or agents thereof; (d) share this information as a basis
for a warrant request by the U.S. Department of Justice to the Foreign Intelligence
Surveillance Act Court; () destroy this information; and/or (f) consult with or secure
approval from the U.S. Department of Justice or other departments, agencies or
Executive officials prior to conducting warrantless electronic surveillance or
warrantless physical searches of persons located within the United States;

4. Any records stating, discussing, or referencing the legality or propriety of warrantless
electronic surveillance or warrantless physical searches of persons located within the
United States, including but not limited to policy statements, memoranda, analyses,
explanations, or authorizations; '

5. Any Department of Justice evaluation, assessment, or audit of any NSA program
implementing warrantless electronic surveillance or warrantless physical searches of
persons located within the United States;

6. Any internal NSA evaluation, assessment, or audit of any NSA program
- implementing warrantless electronic surveillance or warrantless physical searches of
persons located within the United States;

7. Any records containing concerns or comments by judges, national security officials,
intelligence officials, government lawyers, or other about the NSA warrantless
electronic surveillance program; and

8. Allrecords reflecting budget allocations for all warrantless electronic surveillance or
warraniless physical search programs of persons located within the United States.

4. Requesters Are Entitled to Expedited Processing

Expedited processing is warranted when an organization “primarily engage[s] in
disseminating information in order to inform the public about an actual or atleged Federal
Government activity™ has an “urgent need” to secure the records. 32 C.R.F. § 286.4(d)3)(ii). The
Center for Constitutional Rights is an organization “primarily engaged in disseminating information”
about government misconduct through the work of its staff, Board, volunteer, cooperating, and co-
counsel attorneys. As described above, CCR engages in litigation, public advocacy and educational
programming to defend constitutional and human rights law. Dissemination of information to the
public is a crucial component of CCR’s mission and work. Specifically, CCR publishes reports and
newsletters, maintains a public website, issues press releases, and offers educational materials and
programming to the pubic within the United States and internationally. Additionally, CCR’s staff,
board, and volunteer, co-counsel, and cooperating attorneys further disseminate CCR’s information
to their Jocal and national communities through a variety of means, including their own press
releases, interviews, reports, and educational programming. '
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The records in question involved the NSA’s actual and alleged warrantless electronic
surveillance within the United States, in apparent violation of the rights guaranteed by the First,
Fourth, Fifth and Fourteenth Amendments to the United States Constitution. FOIA requests bearing
upon alleged Constitutional violations require an immediate response in order to cease any ongoing
violations and to prevent future ones.

A requester may also demonstrate compelling need by a showing that the information sought
is “urgently needed” and involves a “breaking new story of general pubhc interest.” 32 CR.F. §
286.4(d)(3)(iii). The instant Request clearly meets these standards in light of the current public
scrutiny and impending legislative hearings in response to the disclosure of the Executive’s policies
and practices involving warrantless electronic surveillance of persons within the United States. See,
e.g., Jennifer Loven, Report of NS Spying Prompts Call for Probe, San Fran. Chron., Dec. 16, 2005
(stating that Senator Arlen Specter, chairman of the Senate Judiciary Committee, promised that the
Senate would conduct hearings to investigate the NSA’s warrantless electronic surveillance
practices); see also Christine Hauser, Bush Declines to Discuss Report on Eqvesdropping, N.Y.

- Times, Dec. 16, 2005; Maura Reynolds & Greg Miller, Congress Wants Answers About Spying on
U.S. Citizens, Pitts. Post-Gazette, Dec. 16, 2005; James Risen & Eric Lichtblau, Bush Lets US. Spy
on Callers Without Courts, N.Y. Times, Dec. 16, 2005; Steven Thomma, Spying Could Create
Backlash on Congress; Public Reaction Hinges on Identity of Targets, San Jose Mercury News, Dec.
16, 2005; Caren Bohan & Thomas Ferraro, Bush Defends Eavesdropping and Patriof Act, ABC
News, Dec. 17,2005; Dan Eggen & Charles Lane, On Hill, Anger and Calls for Hearing Greet News
of Stateside Surveillance, Wash. Post, Dec. 17, 2005; Jennifer Loven, Bush Defends Secret Spying in
U.S., San Fran. Chron., Dec. 17, 2005; John Diamond, NS4 's Surveillance of Citizens Echoes 1970s
Controversy, USA Today, Dec. 18, 2005; Barton Gellman & Dafna Linzer, Pushing the Limits of
Wartime Powers, Wash. Post, Dec. 18, 2005; James Kuhnhenn, Busk Defends Spying in U.S., San
Jose Mercury News, Dec. 18, 2005; Fred Barbash & Peter Baker, Gonzales Defends Eavesdropping
Program, Wash. Post, Dec. 19, 2005; James Gerstenzang, Bush Vows to Continue Domestic
Surveillance, L.A. Times, Dec. 19, 2005;Todd J. Gillman, Bush Assails Disclosure of Domestic
Spying Program, San Jose Mercury News, Dec. 19, 2005; Terrence Hunt, Bush Says NS4
Surveillance Necessary, Legal, Wash. Post, Dec. 19, 2005; David Stout, Busk Says U.S. Spy
Program is Legal and Essential, N.Y . Times, Dec. 19,20035; George E. Condon, Bush Says Spying Is
Needed to Guard US, San Diego Union Trib., Dec. 20, 2005; Michael Kranish, Bush Calls Leak of
Spy Program Shameful, Bost. Globe, Dec. 20, 2005; Jeff Zeleny, No ‘Unchecked Power’ in
Domestic Spy Furor, Chi. Trib., Dec. 20, 2005; Douglas Birch, NS4 's Methods Spur Controversy,
Balt. Sun, Jan. 8, 2006; Dan Eggen, Probe Set in NSA Bugging, Wash. Post, Jan. 11, 2006; David -
E. Sanger, In Shift, Bush Says He Welcomes Inquiry on Secret Wiretaps, N.Y. Times, Jan. 11, 2006;
Scott Shane, N.S. 4. Audit of Spying is Not Assessing Legality, N.Y. Times, Jan. 11, 2006; Jessica
Yellin, Ex-CI4A Lawyer: No Legal Basis for NSA Spying, ABC News, Jan. 11, 2006; James
Gerstenzang, Bush Now Cites Value of Spying Inquiry, L.A. Times, Jan. 12, 2006; Sean Sullivan,
Markey Bashes Surveillance Program at Forum, Arlington (MA) Advocate, Jan. 12, 2006.

Finally, pursuant to the applicable regulations and statue, CCR and the other Requesters
expect the NSA’s determination of this Request for expedited processing within 10 calendar days
and the determmatlon of this Request for documents within 20 days. See 32 C.F.R. § 286.4(dX1),
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(3); 5 U.S.C. § 552(a)(6)(A)(i).
5. Requesting Parties Are Entitled To A Fee Waiver

Requesting Parties are entitled to waiver of all costs pursuant to 5 U.S.C. § 552(a)(4)(A)(ii)
because “disclosure of the requested records is in the public interest” and “likely to contribute
significantly to the public understanding of the operations or activities of the government and is not
primarily in the commercial interest of the requester.” As indicated above, the significant media
attention focused on the NSA’s policy of warrantless electronic surveillance reflects the
extraordinary public interest in the records Requesters seek. Disclosure of the requested information
would reveal the extent of the NSA’s warrantless electronic surveillance and/or warrantless physical
searches of persons located within the United States, raising weighty constitutional questions.

Further, disclosure of the requested records will aid the public’s understanding of the
President’s decision to disregard existing restraints on the exercise of Executive power, including the
minimal oversight provided by the Foreign Intelligence Surveillance Act courts.

Finally, as a non-profit legal, advocacy, and educational organization, CCR and its staff,

Board, and volunteer, co-counsel and cooperating attorneys are well-suited to disseminate publicly
the information obtained from this Request. Because this Request satisfies the statutory criteria, a

. fee waiver would fulfill Congress’s legislative intent in amending FOIA. See Judicial Watch, Inc. v.
Rossotti, 326 F.3d 1309, 1312 (D.C. Cir. 2003) (“Congress amended FOIA to ensure that it be

liberally construed in favor of wavers for noncommercial requesters.” (internal quotation marks
omitted)).

If the fee waiver is not granted, however, we request that the fees assigned be limited to
“seasonable standard charges for document duplication” pursuant to 5 U.S.C. § 552(a}(4)(AXiixII)
(“[Flees shall be limited to reasonable standard charges for document duplication when records are
not sought for commercial use and the request is made by . . . .a representative of the news media . .
7 and 32 CF.R. § 286.28(c) (stating that search and review fees shall not be charges to
“representatives of the news media”). If appropriate after reviewing the results of the Request, CCR
intends to “disseminate the information” disclosed by this Request “among the public” through the
media channels described above. CCR meets the definition of a “representative of the news media”
because it is “an entity that gathers information of potential interest to a segment of the public, uses
its editorial skills to turn raw material into a distinct work, and distributes that work to an audience.”
Nat'l Security Archive v. Dep’t of Defense, 880 F.2d 1381, 1387 (D.C. Cir. 1989); see also Judicial
Watch Inc., v. Rossotti, 326 F.3d 1309, 1310 (D.C. 2003) (finding that a non-profit, public interest
organization that distributed a newsletter and published books was a “representative of the media™
for purposes of FOIA). Accordingly, any fees imposed for the processing of this Request should be
limited pursuant to these regulations.

L] * * *

If this Request is denied in whole or in part, Requesters ask that the NSA justify all deletions
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by reference to specific exemptions of FOIA. Requesters expect the NSA to release all segregable
portions of otherwise exempt material, and reserve the right to appeal a decision to withhold any
records or to deny the within application for expedited processing and waiver of fees.

. Thank you for your consideration of this Request. Kindly direct all future responses and
furnish all disclosed records to William Goodman, Legal Director, Center for Constitutional Rights,
666 Broadway, 7™ floor, New York, N.Y. 10012, telephone (212) 614-6427.

Under penalty of perjury, I hereby affirm that the information provided suppoﬁing the
Request and the attached Appendix are true and correct to the best of my knowledge and belief.

Signed by:

William Goodman, Esq.
Legal Director

Center for Constitutional Rights
666 Broadway, 7" Floor

New York, NY 10012
(212) 617-6427
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David C. Sleigh, Esq.
Sleigh &Williams, P.C.
364 Railroad Street

St. Johnsbury, VT 05819
(802) 748-5176

Joseph Margulies, Esq.
MacArthur Justice Center

University of Chicago Law School

1111East 60th Street
Chicago, IL 60637
(773) 702-9560
(763) 245-8048

Stephen M. Truitt, Esq.
(202) 220-1452

Charles Carpenter, Esq.
(202) 220-1507

Pepper Hamilton LLP

Hamilton Square

600 Fourteenth Street, N. W,

Suite 500

Washington, D.C. 20005

Christopher J. Huber, Esq.
Pepper Hamilton LLP

3000 Two Logan Square
Eighteenth and Arch Streets
Philadelphia, PA 19103
(215) 981-4446

Marjorie M. Smith, Esq.

Law Office of Marjorie M. Smith
P.O. Box 234

Piermont, NY 10968

(845) 365-6335

Richard (Dicky) A. Grigg, Esq.
Spivey & Grigg, LLP

48 East Avenue

Austin, TX 78701

(512) 474-6061

024

Appendix A*

Richard J. Wilson, Professor of Law
Muneer 1. Ahmad, Professor of Law
Sheku Sheikholeslami

American University Washington College
of Law

4801 Massachusetts Ave. NW,
Washington D.C. 20016

(202) 274-4147

William (Bill) A. Wertheimer, Jr., Esq.
30515 Timberbrook Lane

Bingham Farms, MI 48025

(248) 644-9200

Allan Sussman, Esq.
Sussman Law Office
Box 379

Bearsville, NY 12409
(845) 679-6927

Jonathan Wells Dixon, Esg.
Paul Schoeman, Esq.
Allison Sclater, Esq.
Michael J. Sternhell, Esq.
(212) 715-7624
Kramer, Levin, Naftalis, & Frankel LLP
1177 Avenue of the Americas
New York, NY 10036
(212) 715-9100

Eldon V.C. Greenberg, Esq.
Garvey Schubert Barer
1000 Potomac Street, N.W.
Washington, D.C. 20007
(202) 298-1789

Samuel C. Kauffman, Esq.
Garvey Schubert Barer
121 S.W. Morrison St.
Portland, OR 97204

(503) 228-3939

*Written authorizations from all individual requesters are attached.
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George Brent Mickum, ITI, Esq.

(202) 434-4245
Douglas J. Behr

(202) 434-4213
Keller and Heckman LLP
1001 G Street, N.W.
Washington, D.C. 20001

John W. Lundquist, Esq.
(612) 492-7181

James E. Dorsey, Esq.
(612) 492-7079

Deborah A. Schneider, Esq.
(612) 492-7124

Asmah Tareen, Esq.
(612) 492-7134

Jessica D. Sherman, Esq.
(612) 492-7020

Fredrikson & Byron, P.A.

200 South Sixth Street

Suite 4000

Minneapolis, MN 55402-1425

(612) 492-7000

Richard L. Cys, Esq.

Davis, Wright, Tremaine LLP-
1500 K Street NW

Suite 450

Washington, DC, 20005-1272
(202) 508-6618

Mark S. Sullivan, Esq.
(212) 415-9245

Christopher G. Karagheuzoff, Esq.

(212) 415-0793

Joshua Colangelo-Bryan, Esq.
(212) 4159234

Dorsey & Whitney LLP

250 Park Avenue

New York, NY 10177

(212) 415-9200

William J. Murphy, Esq.
John J. Connolly, Esq.
Murphy & Shaffer LLC
Suite 1400

36 South Charles Street
Baltimore, MD 21201
(410) 783-7000

Clive Stafford Smith, Esq.
Justice in Exile

P.O. Box 52742

London, EC4P 4WS

44 (0)20 7353 4640

Amold L. Natali, Jr., Esq.
(973) 622-2475

Jeremy L., Hirsh, Esq.
(973) 622-3165

McCarter & English LLP

Four Gateway Center

100 Mulberry Street

Newark, NJ 07102

(973) 622-4444

Jason C. Welch, Esq.
McCarter & English L1P
City Place I

185 Asylum Street
Hartford, CT 06103
(860) 275-7048

Paula M. Jones, Esq.
McCarter & English LLP
Mellon Bank Center
1735 Market Street

Suite 700

Philadelphia, PA 19103
(215) 979-3844

Louis (Lou) Marjon, Esq.
67 West North Shore Avenue
North Fort Myers, FL. 33903

(239) 652-3951

@o25
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H. Candace Gorman, Esq.
Elizabeth Popolis, Esq.

Law Office of H. Candace Gorman Brian J. Neff, Esq.
542 S. Dearborn Donald A. Klein, Esq.
Suite 1060 Charles H. R. Peters, Esq.
Chicago, IL 60605 Schiff Hardin LLP
(312)427-2313 623 Fifth Avenue
. New York, NY 10022
W. Maithew Dodge, Esq. (212) 753-5000
Federal Defender Program, Inc. '
100 Peachtree Street, NW Agnieska M. Fryszman, Esq.
Suite 1700 Reena Gambhir, Esq.
Atlanta, GA 30303 ' Matthew K. Handley, Esq.
" (404) 688-7530 Matthew Kaplan, Esq.
George Farah, Esq.
John A. Chandler, Esq. " Jason M. Leviton, Esq.
(404) 853-8029 Avi Garbow, Esq.
Elizabeth V. Tanis, Esq. Cohen, Milstein, Hausfeld, & Toll
(404) 853-8382 1100 New York Ave. NW
Kristin B. Wilhelm, Esq. Suite 500
(404) 853-8542 Washington, DC 20005
Sutherland Asbill & Brennan LLP (202) 408-4600
999 Peachtree Street, N.E.
Atlanta, Georgia 30309-3996 Richard Coughlin, Esq.
(404) 853-8000 Federal Public Defender for New Jersey
Richard G. Murphy, Esq. Paul M. Rashkind, Esq.
(202) 383-0635 Office of the Federal Public Defender
Gregory (Greg) Stuart Smith, Esq. Southern District of Florida
(202) 383-0454 150 West Flagler Street
John P. Anderson, Esq. Suite 1500
Sutherland Asbill & Brennan LLP Miami, FL 33130-1555
Washington, D.C. 20004-2415 (305) 536-6900
(202) 383-0100 _
Thomas Wilner, Esq.
Michael W. Drumke, Esq. - Neil Koslowe, Esq.
Ismail Alsheik, Esq. Kristine Huskey, Esq.
David H. Anderson, Esq. Amanda Shafer, Esq.
Schiff Hardin L1P Uzma Rasool
6600 Sears Tower : Shearman & Sterling LLP
Chicago, IL 60606-6360 801 Pennsylvania Ave., NW
(312) 258-5500 " Washington, DC 20004

(202) 508-8000
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Julia Symon, Esq.
Clifford Chance US LLP
2001 K. Street N.W.
Washington, D.C. 20006
(202) 912-5092

Gary A. Isaac, Esq.
(312) 701-7025

James C. Schroeder
(312) 701-7964

David A. Grossman, Esq.
(312) 701-8497

Lauren R. Noll, Esq.
(312)701-8253

Jeffrey (Jeff) M. Strauss, Esq.
{312) 701-7324

Stephen (Steve) J. Kane, Esq.
(312) 701-8857

Mayer, Brown, Rowe & Maw LLP

71 South Wacker Drive

Chicago, IL. 60606

Adrian L. Steel, Jr., Esq.

Mayer, Brown, Rowe & Maw LLP
1909 K Street, N.W.

Washington, D.C. 20006

(202) 263-3237

Sergio F. Rodriguez, Esq.
(312) 612-8353

Carol A. Brook, Esq.
(312) 612-8339

William H. Theis, Esq.
(312) 612-8335

Federal Defender Program for the

Northern District of Hlinois

55 E. Monroe St.

Suite 2300

Chicago, IL 60603

(312) 612-8353

Jonathan Hafetz, Esq.
Brennan Center for Justice
at NYU School of Law

161 Avenue of the Americas
12™ Floor

New York, NY 10013

(212) 998-6289

Scott S. Barker, Esq.
Anne J. Castle, Esq.
Holland & Hart LLP
555 17™ Street, S.E.
Suite 3200

Denver, CO 80202
(303) 295-8229 -

Carol Elder Bruce, Esq.
Venable LLP

575 7" Street, N.W.
Washington, D.C. 20004-1601
(202) 344-4717

Varda Hussain, Esq.
Venable LLP

8010 Towers Crescent Drive
Vienna, VA 22182

(703) 760-1600

Judith Brown Chomsky, Esq.
Michael Poulshock, Esq.

Law Office of Judith Brown Chomsky

P.O. Box 29726
Elkins Park, PA 19027
(215) 782-8368

Michael Mone, Esq.
Michael Mone, Jr., Esq.
Esdaile, Barrett & Esdaile
75 Federal Street

Boston, MA 02110
(617)482-0333

do27
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Mary Manning Petras, Esq.

Ketanji Brown Jackson, Esq.

AlJ. Kramer, Esq.

Office of the Federal Public Defender for
the District of Columbia

625 Indiana Avenue, N.W.

Suite 550

Washington, D.C. 20004

(202) 208-7500

Marc D. Falkoff, Esq.

Robert H. Knowles, Esq.
Brent T.Starks, Esq.

Alissa R. King

Covington & Burling LLP
1330 Avenue of the Americas
New York, NY 10019

(212) 841-1166

David H. Remes, Esq.
Jason M. Knott, Esq.
Gregory M. Lipper, Esq.
Erich W. Struble
Covington & Burling LLP

1210 Pennsylvania Avenue, N.W.
Washington, D.C. 20004

Bnan'S. Fraser, Esq.
(212) 530-1820
Marcellene E. Hearn, Esq.
(212) 530-1948
Christopher W. Dysard, Esq.
(212) 530-1908
Richards Spears Kibbe & Orbe LLP
One World Financial Center
New York, NY 10281

Paul A Leder, Esq.

Richards Spears Kibbe & Orbe LLP
1775 Eye Street, N.W.

5" Floor, Room 510
Washington, D.C. 20006- 2401
(202) 261-2985

do28

Maureen Rowley, Chief Federal Defender

Cristi Charpentier, Assistant Federal
Defender

David McColgin, Assistant Federal
Defender

Shawn Nolan, Assistant Federal Defender

Billy Nolas, Assistant Federal Defender

Mark Wilson, Assistant Federal Defender

Federal Community Defender Office

for the Eastern District of Pennsylvania

Suite 540 West

601 Walnut Street

Philadelphia, Pennsylvania 19106

(215) 928-1100

Paul R. Fortino, Esqg.
Thomas R. Johnson, Esq.
Cody M. Weston, Esq.
Perkins Coie LLP

1120 N. W. Couch, 10th Fl.
Portland, OR 97209

Elizabeth Wilson, Esq.

Wilmer Cutler Pickering Hale and Dorr
LLp

1455 Pennsylvania Ave., N.W.

10" Floor

Washington, D.C. 20004

(202) 942-8466

George Daly

George Daly P.A.

139 Altondale Avenue
Charlotte, NC 28207
(704) 333-5196

Seema Ahmad
Shahzada Ahmad

Marilyn Clement

David Cole
Rhonda Copelon
Jeff Fogue

Tina M. Foster
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Williamm Goodman
Jennifer Green
Gitanjali Gutierrez
Charles Hay-Maestre
Abdeen Jabara
Shayana Kadidal
Marc James Kropanski
Maria LaHood

Jules Lobel

Rachel Meeropol
"Kelly McAnnany
Barbara Olshansky
Michael Ratner
Matthew Strugar
Claire Tixieire

Steven Watt

Peter Weiss

Center for Constitutional Rights
666 Broadway, 7™ Floor
New York, NY 10012
(212) 614-6464

Walter A. Lesnevich
Lesnevich & Marzano-Lesnevich
Court Plaza South
- 21 Main Street
Hackensack, NJ 07601
(201) 488-1161

 Emmet J. Bondurant
Ronan P. Doherty
Bondurant, Mixson & Elmore, LLP
3900 One Atlantic Center
1201 W, Peachtree Street
Atlanta, GA 30309

Michael Rapkin

Law Offices of Michael Rapkin
1299 Ocean Ave., #900

Santa Monica, CA 90401

(310) 656-7880
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FOIA Case: 48144
28 February 2006

Mr. William Goodman

Legal Director '
Center for Constitutional Rights
666 Broadway, 7t Floor

New York, NY 10012

Dear Mr. Goodman:

This responds to your Freedom of Information Act (FOIA) request of ‘
18 January 2006, which was received by this office on 23 January 2006, for records
concerning warrantless electronic surveillance that reference a “Requesting Party”
(any of the individuals affiliated with the Center for Constitution Rights, i.e., the
individuals listed in your request and in Appendix A of your request); and records
. concerning the development, approval, and implementation of the domestic

surveillance program. Specifically, you requested the following eight items as they
relate to the above:

1. All records relating to surveillance that reference any “Requesting Party;”
Executive orders authorizing warrantless searcﬁes;

Records on the policies, procedures, guidelines or practices of NSA;
Records relating to the legality or appropriateness of the program;
Department of Justice evaluations, assessments, or audits of the program;

Internal NSA evaluations, assessments, or audits, of the program;

N o oop BN

. Records containing concerns or comments by judges, national security officials,
intelligence officials, or government lawyers about the program; and

8. Records reflecting budget allocations for the program.

Your request has been assigned Case Number 48144. Please refer to this case
number when contacting us about your request. For purposes of this request and
based on the information you provided in your letter, you are considered an “all other”
requester. There are no assessable fees for this request; therefore, we did not address

your request for a fee waiver. Your request has been processed under the provisions
of the FOIA.

As you know, the President of the United States “authorized the National
Security Agency [(NSA), consistent with U.S. law and the Constitution, to intercept
the international communications of people with known links to al Qaeda and related
terrorist organizations.” The President also noted that, “[tlhis is a highly classified
program that is crucial to our national security.”
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Rest assured that safeguards are in place to protect the civil liberties of U.S.
citizens. However, because of the highly classified nature of the program, we can
neither confirm nor deny the existence of records responsive to item #1 of your
request. The fact of the existence or non-existence of responsive records is a
currently and properly classifled matter in accordance with Executive Order 12958, as
amended. Thus, this portion your request is denied pursuant to the first exemption
of the FOIA, which provides that the FOIA does not apply to matters that are
specifically authorized under criteria established by an Executive Order to be kept
secret in the interest of national defense or foreign relations and are properly
classified pursuant to such Executive Order.

Moreover, the third exemption of the FOIA provides for the withholding of
information specifically protected from disclosure by statute. Thus, any information
relating to item #1 of your request is also denied because the fact of the existence or
non-existence of the information is exempted from disclosure pursuant to the third
exemption. The specific statutes applicable in this case are Title 18 U.S. Code 798;
Title 50 U.S. Code 403-1(i); and Section 6, Public Law 86-36 (50 U.S. Code 402 note).

Regarding items #2 and #5 of your request, we have determined that we do not
have records responsive to those portions of your request.

Regarding items #3-4 and #6-8 of your request, Wé have determined the
following:

Other than the two enclosed items, the information responsive to this portion
of your request has been found to be currently and properly classified in accordance
with Executive Order 12958, as amended. The information meets the criteria for
classification as set forth in Subparagraphs (c) and (g) of Section 1.4 and remains
classified TOP SECRET as provided in Section 1.2 of Executive Order 12958, as
amended. The information is classified because its disclosure could reasonably be
expected to cause exceptionally grave damage to the national security. Because the
information is currently and properly classified, it is exempt from disclosure pursuant
to the first exemption of the FOIA (5 U.S.C. Section 552(b)(1)).

Furthermore, this Agency is authorized by various statutes to protect certain
information concerning its activities. Accordingly, the information responsive to this
portion of your request is exempt from disclosure pursuant to the third exemption of
the FOIA which provides for the withholding of information specifically protected from
disclosure by statute. The specific statutes applicable in this case are Title 18 U.S.

Code 798; Title 50 U.S. Code 403-1(i); and Section 6, Public Law 86-36 (50 U.S. Code
402 note).

Finally, some of the information responsive to this portion of your request is
exempt from release pursuant to the fifth exemption of the FOIA. This exemption
applies to inter-agency or intra-agency memoranda or letters which would be
available by law to a party in litigation with the agency, protecting information that is
normally privileged in the civil discovery context, such as information that is part of a
predecisional deliberative process, and/or attorney-client privileged information,
and/or attormey work product.
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Since item #1 of your request is denied, we did not locate records responsive to
items #2 and #5, and because most of the information responsive to items #3-4 and
#6-8 is being withheld, you are hereby advised of this Agency's appeal procedures.
Any person denied access to information may file an appeal to the NSA/CSS Freedom
of Information Act Appeal Authority. The appeal must be postmarked no later than
60 calendar days of the date of the initial denial letter. The appeal shall be in writing
addressed to the NSA/CSS FOIA Appeal Authority (DC34), National Security Agency,
9800 Savage Road STE 6248, Fort George G. Meade, MD 20755-6248. The appeal
shall reference the adverse determination and shall contain, in sufficient detail and
particularity, the grounds upon which the requester believes that the determination is
unwarranted. The NSA/CSS FOIA Appeal Authority will endeavor to respond to the
appeal within 20 working days after receipt, absent any unusual circumstances.

Please be advised that records responsive to item #4 of your request include a
document originating with another government agency. Because we are unable to
make determinations as to the releasability of the other agency’s information, we have
requested that the agency review the document and provide a direct response to you.

:Smccrely, o

LOUIS F. GILES
'Director of Policy

Encls:
. a/s T
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May 1, 2006
VIA FACSIMILE AND FIRST CLASS MAIL.

NBA/CSS FOIA Appeal Authority (DC34)
National Security Agency

9800 Savege Road STE 6248

Fort George G. Mieada, Maryland 20755-6248

RE: FOIA Case 48144
Dear Director:

In our request of Jannary 18, 2006, we sought the following records:

1. Al records obtained through or relating to ongoing or completad
warrantless electronic surveillance or Physical searches of persons located
within the Ubited States including logs and indexes, regarding or
toroerning any Requesting Party and‘or racords of warrantless electronic
surveillance or physicel scarches of persons located within the United
States that refarence, List, or name any Requesting Party;

information through warrantiess slectronic surveillance or warrantless
Physical searcheg within the United States; (¢) share this information with
other U.S. government Bgencies and with foreign govemments or the
agemcics or agents thercof; (d) share this infortaation as a basis for &

300@303 ..{..._..._.69!?,?.1§§T.?..?.'?.4.!??.‘-.‘9..S.‘."‘.’Ef’.?.‘?/f.‘".‘l..‘.....




warrant request by the US. Department of Justice to the Foreign
Intclligence Surveiilance Act Court; (c} desiroy this mformation; and/or
() consult with or secure approval from the U.S. Department of Justice or
other departrnents, agencies or Executive officials prior to conducting
warrantiess eloctronic surveillance or warrantlogs phywicel searches of
persons locsted within the United States;

4. Any records stating, discussing, or referencing the legality or Propriety of
wartantless elsctranic surveillance or warrantless phyzical scarches of
persans located within the Unitad States, including but not limitad to
policy statetnents, memaranda, analyses, explanations, or authorizations;

3. Any Department of Jugtice cvaluation, assessment, or audit of uy NSA
program implementing warrantiess electronic surveillance or warrantless
physical soarches of persons located within the United States;

6. Aty internal NSA evaluation, asseegment, or audit of any NSA program
implementing warrantless eloctronic surveillance or warrantless physzical
ssarches of persons Jocated within the United States:

7. Any records containing concemns or cotmments by judges, national security
officials, intelligence officials, government lewyers, or other about the
NSA warrantless slectronic survaillance propram; apd

In the denial of our FOIA Tequest, your office stated with respsct to jtem #1 of our
request that,

{BJecause of the highly classified nature of the program, wa oan
neither confirm ner deny the existence or non-existence of records
responsive to item #1 of your request. The fact of the existence of

Your office justifies its “Glomar reeponse™ under the first and third exemptions from
FOLA’s disclosnre obligation. Your office claimed that under the first exemption fom
FOIA, information responsive 1o iem #1 could be withheld because “FOIA does not

' S»e Exibit B
? An agency's “Glomar fespomse” neither admits nor denies that it possesses o tequerted document. See
Phillippt v CI4, 46 F.24 1009 (D.C, Cir. 1975),
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apply to matters that are specifically authorized under oriteria established by an Executive
Order to be kept clussified pursnant to such Executive Order.

The National Security Act of 1947, 50 US.C. §403-1() (sutherizing tho Director of
Nationa! Intelligence to “protect intalligence sources and methods from i
disclosure™}; and the National Securiry Agency Classification Act, Pub. I.. No. 86-36, §6,
73 8tat. 63, 64 (1959) (codified at 50 U.S.C. 412 rote) (providing that no law “shajl be
construed to require the disclosure of the organization or any function of the Naztional
Security Agency, of any information with Tespect 1o the activities thereof, or of the
names, titles, salaries, or number of the perzons employed by such agency™).

Your office determined that you do not have anY responsive records for itema 43 and 45
of our request. '

With regard to items #34 and #6-8, your office invoked three exetniptions to withhold
information. Your office stated that all information responsive to items #3-4 and #6-8,

evts the criteria for ¢lassification 85 set forth in Subparagraphs (c)
md (g) of Section 1.4 und remains classified TOP SECRET
provided in Section 12 of Bxecutive Order 12958, a8 amended. The
information is clussified because s disclosurs conld reasonably be
expected {0 cause exceptionelly grave damage to the nationa] security.
Becanse the information js ourrently and properly classified, it is
exempt from disclogurs pirsuant to the first exemption of the FOIA (5
U.8.C. Section 552¢b)(1)).4

Your office also withheld information respongive to items #3-4 and #6-8 because it g
sxempl from disclosure pursuant to the third cxemption of the FOIA which provides for
the withholding of information specifically protected from disclogure by statute
Specifically, your office Stated the applicable statutes are 13 U.S.C §798; 50 US.C,
$403-1(i); and Pub. L. 86-36, §6 (50 U.S.C. §402 note).

litigation with the AZENCY, protecting information that i normally privileged in the cﬁ/i]
discovery procass, such as information that ig part of a predecisional deliberative prucess,
and/or attomey-client privileged information, and/or attorney work product, "
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Requesters now appesl egch of these grounds for withholding informaticn responsive to
items #1, #3-4, and #6-8. Requesters additionally ask that the agency canduct further
searches for auy records responsive to itens #2 and 5.7 Wity Tegpect to item #4, your
office indicated thst it referred our request to another agency that originated a responzive
document. To our knowledge, we have not received g responsc from this unidentified
sgenoy. We ask that you promptly identify to which agency your office referred our
request 50 that we may seek a timely response. Finally, by this letter the Requesters
scparately now scek a mandatory declassification revisw pursuant to Section 3.5 of
Executive Order 12958 for al] of the Tequested information in items #1-8 withheld under
S0US.C. §552(X1) & (3).

Impropristy of Glomar Response to liem #]

Ttam #i.

warrantiess electronic swrveillance or physical searches of persons located within the
United Staies that referencs, list, or name any Requesting Party.

Relianoe on the firgt exemption from FOIA™s disclogure ohligations by refusing to
confirm or deny the existence or nonexistence of respomsive information requires that _thc

fact properly classified pursuant to such Execntive Qvder, See 5 U.S.C. §552(h)(1); see
also American Civil Liberties Union v, Department of Justice, 265 F. Supp.2d 20 {DD.C.
2003).

Mareover, Section 1.2(a}4) of the order expresaly limits the classification anthority
under Executive Order 12958, stating that an agency may only clasgify information if
“the unauthorized disclosure of the information reasonably could be expectad to result in
damage to the nationa] seeurity and the original dlassification awthority is able to identify
or describe the damage.” Ses Wolf v. Central Intelligence Agency, 357 F. Supp.2d 112,
126 (D.D.C. 2004) (omphasis added).

Requesters strongly contest your office’s reliance upon the first sxemption under FOLA 1o
justify its Glomar response becauss (2) acknowledging whether or not the disputed
documents exist revoals o classified information that could reazonably be expected to
damage “national defense” or “foreign affairs;” (b) information about the exigtence or
tonexistence of the records is being withheld 1o conceal violations of the law or 1o

? Public information exists, for example, about docurnents seemiagly respansiva to e #4.7, inchiding
iem #5. Ses, wp Cerol D, Loomnig & Dafna Linzer, Judges on Surveillance Court Yo Se Brieted on Spy
F?agrg»u, Wik, Fost Dec. 22, 2003, at Al (discussing preparations for a bricfing by the National

the Forcign Intellipence Surveillance Court (FISA) who raised concerns abour the legality of the program
and the Exscutiva's apparent efforts 1o bypesz FISA),
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The failure to identify a paticular nationai security concern under Section 1.4 and the
assertion of the President’s vague conclusory statement that “{tThis is a highly classified
program that is cricia to our netional security”” fils to 1dentify apecific national security

specific intelligence program in a specific foreign country and o portion of the
document was segregable); Wolf, 357 F. Supp.2d at 112 (permitting a Glomar response to
a roquest for information concerting “whether the CIA hag gatherad intelligence on &
particular foreign national™ and “acknowledging the existence of such recordz could
Toveal intalligence sources and methods ang information hermful to foreign relations™),
Your office’s Glomar respongs to jtam #1 is highly is improper because the fast of the
existence or nonexistence of these racords will not identify a specific target, a specific

* Section 1.4 provides that infamation canngt be clagsiffed unless it eoncerns
{2) military plans, weapons systsms, or opeTations;
(b) forelgn govermnment information;
(c) intelligence activiting (ncluding specisl activities), ftelligence sources or methods, or
cypology;
(4 forcign relations or foreign activities of the Unind Swres, including copfidansal
wuces;
(£} acientific, technological, or economic mathers relating to the national security, which
inchades definse against transnotional terorism
(f) United States Government progrems for sfeguarding maclear matarials or facilitiey;
(&) vulmershilities or cupabilities of systems, ivstellations, infactructarss, projects, plans,
or protoction services melating to the Ratiom] securlty, which inchuds dafence againet
transnations] terroriam;
{b) weapons of viass destruction.

—————Executive Qurer 12952, 3140w (1),
? S2¢ Exhfbit A,
" Your office’s faihure to teference Section 1.4(d) when Taising exarptions for therms #3-4 gad 4-8,
suggests that with respect lo tem 41, no foreign relations ar fotelgn sctivities are involved. This i9 likely
dus to the fact that the requested irformation relateg to a program of dorestic warrsntless surveillance,
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intelligence program, or the detaily of any methods of surveillance in such a manner that
threatens national gecurity.

The conclusory statoments by the Progident aiso fadl to overcome the limitations upon _
clasgification suthotity pursuant to Sectiog 1.2(a)(4) of Executive Order 12958, which i
require that the original clagsification authority be able to describe or idemtify the grave |
damage to national securily caussd by disolosure of the classified information, Your :

by the disclosure of the existence or nopexistence of recards related to warrantless
domestic surveillance of the Requesters. It cammot be reasomably argued that |
acknowledgment of the existenca Or monexistsnce of eny recerds related to any
warrantless surveillancs of scores of lawyers who have clionts in multiple vountries could
possibly lead to the specificity of information necessary to threaten national security, [n

be subject to surveillance of some of their intemnational communications. Because most
Requesters have multiple overseas communications, such disalosure would not identify a |
specific intellipence target, program or method that could ~ in isolation or in tandem with :
other information'! - create a risk to national sscurity, !

Ever if such information were found to “concern” nationa! security in some femuous
THEnCT, we cannot accept that the release of limited records, or “reasonably segregahle
porhons™ of these records, “reasonably could be exXpected to result in darnage to national
secutity.” American Civil Liberties [nion v. Department of Justice, 265 B. Supp.2d at 28
{(quoting Executive Order 12358, §§ 1.2, 1.5, as amended, §1.1¢4).

Rather, your office’s overly-broad assertion of classification of the fact of the existence
or nonexistence of records related to the warcantless surveillance of the Requesters is an
improper effort nader the Bxecutive Order 1o canceal violations of the law and to prevent
cmberrassment to ths NSA. Such information cannot be designatad as *'¢lassified” under
Executive Order]2958 and cannot be withheld under the first exemption of FOIA.
Section 1.7 of Executive Qrder 12958 expressly states that “in no case shall information
be classified in order to: ( 1) conceal violations of law [or] (2) prevent embarrassment to &
person, organization, or agency” The classification limitations wmder Saction 112} ;
of the Executive Order prahibit precisely this avoidance of public accountability for '
wrongful government conduct,

Public cengure of the Executive’s domestic werrantless surveiliance program has been
widespread since the program was exposed by the New York Times in December 2008,
Substantial concerns about the program’s legality and propriety have been expressed by

i Here, the relsase of any elomonts re3pansive to this mquast or the ather items will nor allow for analysis ]
of “hite of data ity 5 “mosaic’ by skilied mielligenoe ngenty who may receive ROLA-ratntnd docyments.” ?
See Conter for National Securtty Studias v. Deporiment of Justice, 131 F.3d 918, 028 {L.C. Cir. 2003),
Respomlve records can be prepared in 4 manger that will not reveal dotails of putionlar inteiligence
targets, methods or sowmces.

" Jarmes Riser & Bric Lichtblan, Bush Lezs U.S. Spy on Calitrs Withaw Courts, NY Tizws, Dec. 16, 2003,
Al AlS.
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the general public,’ former government officials,'* legal organizations,'* the judiciary, '8
and Congress.” Disclosure of the existence of records related to warrantless domestic
survcillance of the Requesters would not reveal details of epecific intelligence activities,
but would raise substantial concerns that the Executive has scted Jawlessly by, for
example, intruding upon privileged attorney-client communinations.

Requesters are lawyers and professionale associated with lega! orgamizations, human
rights advocacy organizations, privats Law firms, federal public defender offices, and law
schools. Each requesicr engagos and hag tugaged in some overséax corrnunications with
clients, forcign co-counsel, or othar colleagues, often conceming privileped attorney-
client communications or attomey work-product. The implications of your offics’s
refusal to disclose the fact of tha sxistence or nonexistence of any surveillance records of
Roquesters i3 that attorneys representing the United Statey may have access to
confidential information between adverse partiea and their clients or co-counsel, and may
use évidenoe gathered by such monitoring to prepars the government's cass, or aven in
court. -

For example, in Turkman v Asheroft, 02-ev-2307 (ED.N.Y) and Eimaghraby v.
Asheroft, 04-cv-1809 (E.D.N.Y.), the government has tefused to discloge whether it has
subjosted plaintiffs’ lawyers (o surveillance, The plaintiffs in these cases, some of whem
how live overseas, are challenging their immigration detantion and abuse while detainsd
during post-9/11 immigraticn sweeps. In a March 7, 2006 Order, the court specifically
directed the United States to state in writing that no member of its trial tean is aware of
any monitoring of confidential communications batween plaintiffs and their attorneys,
that no witness who might testify in these cases is aware of such monitoring, and that the
United Statos has no intention of using any evidence obtained through such monitoring in
defense of thess actions. Turkman, 02-cv-2307 ED.N.Y); Elmaghraby, 04-¢v-15809
(EDN.Y ) Transcript of March 7, 2006 Cooference, #t 31. The United States has sought
reconsideration of this Order and has not provided assurances to plaintiffs’ counssl that
govermmment monitoring has not tainted the cage. Such COTICEtTIS 4re &ven mMore

! See, e.g., Bditoril, End Run the Ena Run: President Wrong o Bypass Courts in Ordering Dameste
Wirstaps, Columbas Digpatch, Jan, 14, 2006, at A12; Frank James, Gore Acousss President of Breaking the
Law, Chi. Trib,, Jan. 17, 2008.

" Ses, 25, Mo Puzzanghera, Beperis Challenge Newd for Warrantless Spying, Mercury News, Jan 28,
2008

* Amarican Bas Associstion, House of Delegates Rasolution 302, adopéed Feb. 13, 2006 (opposing *
future olectronic survelllance fnside the United States by any U.S. government ageacy for foreigm
mrelligence purposes that does not comply with the provisions of the Pareign (ntoliigence Surveillansce
Act” and urglhg Congress to investigate the scops, Justification, lepality, and uses of the warrantises
swvelllsoca program): Natona) Asyocistion of Crimimal Defensc Yawyers, News Relgase, Wham the
Govtrmwment Becomes o Lawbranke Part 4. Ian. 19, 2008, awnichle g 2 . . i
e JOpenDocument (descrabing the NACDL’s lega) chalimpe o tha NSA
wirantlass surveillance program),
“ Carol D. Leonnig & Dathg Linzer, Judges on Swrveillonce Cour To Be Brisfed ox Spy Programs, Waah.
Post, Dos, 22, 2005, at A,
7 Sevmifer Laven, Report of N3A Spytng Prompts Call for Frobe, S.P. Chron, Dee. 16, 2005 {reporting tha!
Senator Arlen Specter pledged to hold Senste Tiearings to investigare the NSA's warmantless turvaillgncs);
Mamx Reynolds & Greg Miller, Congres Wanis Answers Abour Spying on US. (igzens, Pt Post
CGazomn, Dec. 16, 2008,




heightencd for faderal pubic defenders snd privato dofense counsel in fodaral criminal
cases,

The possibility of intrusion upon attomey-client commuynications raises serious ethical
and Jogal concems. The “attorney-client privilege is tha gldest of the privileges for
confidential communications known to the common law. Upfokn Co, v. United States,
4495 U.S. 383, 389 {1981). It functions to “encourage full and Frank communication
between attorneys and their olient and theroby promote broadec public intetests in the
observance of law and administration of justice.” Jd. Attorneys and law firms have an
ethical duty not to “[elngage in conduct that is prejudicial to the administration of
Justice™ Model Code of Professional Responsibility, Disciplinary Rule 1-102. The
Department of Justice, once characterized by Chief Justico Berger as “the world's largest
law Arm,” is no exceplion. United States v Sells Knei ering. Inc., 463 11.9. 418, 471
(1983) ( Burger, C.I., dissenting). Your offices’ refusal to comfirm or deny whether
surveillancs is occurring which could Jead 10 such violations within the Department of
Justice or other government agencies sencusly undermines the Requegters' ability to
freely communicate with thejr oversess clients and co-counsel without fear that fheir
adversaries will review and rely upen confidences revealed during govemmen:-
monitored communications. Without confirmation of the existence of the mformation
sought in item #1, no Roequester’s clicnts adverso to the United States cen be assured of
the confidentielity of thejr communications with their attorney, at least when sach
cottmunications are transiitted across U4, borders,

Freedom of Information Act, 5 US.C. §552, request is cngaged in illagal activity, and
shows that the information sought ia nacessary in omler to confim or refule that
evidenice,” it will be viewsd by the court as substantially favoring the release of the
records. See Davis v, Department of Justics, 968 F.2d 1276, 1282 {(D.C. Cir. 1992),
With respect to information responsive to all items, government officials attempting tn

Finaily, whiie fow details are known, there is widespread public knowledge about the
cxistence of the Natianal Security Agency’s warrantless surveillange program, alleviating
the need to maintgin “lingering doubt” about the existence or nonaxistence of records
specifically related to the survejllance of Requesters.  As noted above, the disclosure of

" See, ¢.g., Luurie Kcligan, Sun. Specter Threatsns o Block Ns4 Fumds, Wash Post, Apr. 27, 2006
(reporting that Senator Specter iy threatening to inmoduce an amendment withholding NSA funding if the
Pretident docs not provide requested information ty the Senat= sbotrt the NSA warmantless survaillance
programw, including infortsation relsted tudget allocations).
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the existence of responsive information to item #1 will not revea) the details of & specific
larget, specific intelligence mission, or specific intelligence program or any other
information which could reasanably be viewed ae endangering natiomal socurity or
compromising intciligence activities. The existance of such dociments and thair content
remain the subject of unprecedented public and legislative dabate conearning the
illegality of the warrantiees surveillance prograrn. Morcover, for item #1 and all other
items, the relsase of information sirilar to previously released information carmot in this
case be “reasonsbly [cxpected] to resuit in damage to national security.” dmerican Civil
Liberties Union v. Departmens of Justice, 265 P, Supp.2d at 28. Accomdingly, your
office should promptly disclose the existence or nonexistence of such records and further
discloae the content of documents responsive to itatn #1,

Your agency’s justification of its Glamar Tesponse pursuant to tha third exemption of
FOIA's disclosure obligations is also misplaced.  This exemption relieves FOIA’s
disclosure obligations for maticrs “specifically exsmpted from disclosure by statute , . .
(A) requiring thet the matters be withheld from the public in such a manner a2 to leave no
discretion . ., or (B) establishing particular critaria for withholding or refarring to
particuler types of maiters te be withheld” 5 U.S.C. §552(b)(3). Under FOIA, “‘the two
threshold criteria needed to obtain excruption 3 exclusion from public disclosure are that
{1) the statute invoked quakifies gs an exeuption 3 withholding statite, and (2) the
materialy withheld fall within that siatute’s 8COPS.™" Amarican Civil Libertles Union v.
Department of Dafonse, 389 ¥. Supp. 2d 547, 554 (D.C. Dir. 2005} (quoting A Mickael s
Piano, Inc. v, Fed Trade Comm m, 18 F.3d 138, 143 (2d Cir. 1994); see also Central
Intelligence Agency v. Sims, 471 U.S. 159, 167 (1985),

Your office’s reliamce upatt this exemption to justify your Glomer respongee ig erronsous
because the fact of the disputed information’s existence or nonexistence does not
properly fall within the scops of the exemptions under 50 U.8.C. §403-1(i}, Pub. L. No.
86-36. §6, 73 Stat. 63, 64 (1959) (codified at 50 U.S.C. 402 rote); or 18 U.S.C. §798.

Title 50 U.8.C. §403.1 (1) protects “intelligence sources and methods™ from unauthorized
disclosure.  Yet, as cxplained in detail above, the exigtenge or nonexistsnce of
srveillance records retated to the Requesters, sud oven at loast some pottion of the
recotds themsebves, would not reveal specific intelligence sources, targets, missions, or
methods, Moteover, under §403(1X1)(2)(C), your BEELOY uust ensure that records are
prepared in & manner that “source information 1& removed to allow for dissemination at
the lowest lovel gr in wnclassified form (o the extent practicabls. 50 US.C,
403(1)(EN2)(C) (emphaais added). Although 50 17.5.C. §403-1 is 2 sfatute qualifying as
a withholding statuts, the information your office sceke to withhold does not fall within
the statute’s scope,

Similarly, the disputed information falls outside the exemptions of Section § of Publig
Law B6-36, which pormits the NSA 1o invoke cxemption from disclosing “the
organization or eny fimction of the National Security Agency, of any information with
respect to the activities thereof, or of the netueg, titles, salaries, or nuaber of the persons
cmployed by such gency.” Pub. L. No. 86-36, §6. In Weberman v. National Security
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Agency, 490 F. Supp. 9, 15 (1980), the court acknowledged the broad grant of exemption
under Section 6, but emphasized that this exemption was not without limitation; “Qf
course, all information gathersd by NSA telates in some Wiy to an NSA activity, simply
because the gathering itself is an activity of the Agency. However, the underlying policy
of the FOIA, which favors full diselosure, Toquires a more realistic constzuction of
Section 6 [of Public Law 86-36].” The court econcludad that disclosurs of “the fact of
existence or non-existence of the |document] requested by plaintiff will not reveal any
non-public information related to s specific NSA activity,” and thus disclosure was
roquired. fd. Similarly, in Florida fmmigration Advocacy Center, the court found the
third exemption from FOLA under Section 6 was appropriate for a top secret docyment
because of the specificity of information that disclosure of the doclnent wouid reveal.
380 P. Supp.2d at 1339,

Here, the fact of the existence or nomexistenge of the rcords camot reasanably be.
viewed a3 revealing any specific details about classified information. Morsover, the
content of al] of the underlying documents that exiat, if any, also cannot reasonably be
viewed 24 revealing details of specific NSA activity. Theze, too, should be disclosed.

The existence or nonexistence of any records related to the warrantless surveillance of the
Roquesters and the content of the underlying documents also do not fall within the #cape
of Section 6 because information that relates to untawful activity and ia unauthorized by
statute may not be withheld under this saction. See Hayden v. National Security Agency,
608 F.2d 1381 (D.C.Cir. 1971) (“Certainly where the finction or activity is authorized by
statute and not otharwise unlawful, NSA muterigls integrally related to that function or
activity fall within Public Law No. 86-36 and Exemption 3."). As explained above,
information about the wrrantless surveillance of the Requesters is both unanthorized and
unlawfil,

Finally, the information requested under item #1 does not fel} within the scope of 18
U.S.C. §798 because it is simply not elassified information and certainly the fact of its
existenee or nonexistence cannot reasonably be desmed to endanger national security.

Even assuming arguendo, that the existence of nonexistence of the records related to the
FOIA requests by some of the individual Requesiers in Appendix A would reveal
classified information, it is unreasomable for the NSA to assert that this is true for all
records related to cvery individual. Some portion of bath the fact of the records’
existence and the content of the underlying recorda responsive to item #1 is reasonably
segregably, If go, your office has an obligation to produce the segregable information
pursuant to the FOIA statute and congressional intent. See 5 U.S.C. § 552(b); see also
John Doe Agency v. John Doe Corp., 493U S, 146, 151-52 (1989) {descnbing the atrong
oongressional intent favoring disclostre under FOIA): HLR. Rep. No. 1497, 85" Cong,,
2d Sees., 6 (1966), U.S. Code Cong. & Admin, News 1966, pp. 2418, 2423 (noting the
need “to réach a workable balance betwaen fhe right of the public to koow and the need
of the Governmant to Koop information in confidence to the extent nscezaary withont
permitting indiscriminate secrecy™),
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Accordingly, the existence or nonexistence of any records respensive to jiom #1 must be
discloaed. Moreover, the content of the undeclying documents, if any, must also be
disclosed to avoid eoncealing unlawfl or unethica! conduct and conduct embamassing to
the Ageacy. If necessary, the Agency must engage in an adequato roview of all records
and prepare segregable portions for disclesurs. _

Jtems ¥3-4 and 6-8
General Obfactions

Requesters object to the exemptions invoked to withhold inforoution respongive to ftema
#3-4 and 6-8 pursuant to the first, third and fifth exemnptons from FOIA’s diseloyure
obligations.

The first and third exemnptions under FOLA, for each of our requests, are not applicable
because (a) the responsive information is not properly claszified mmder Executive Order
12958, §1.4(c} & (g); (b} the seloase of the Tesponsive informetion cannot reasonably be
cxpected to “caue exceptionally grave demage fo national sccurity,” as your office
claims; and (¢) the responsive information does not fall within scope of 50 U.S.C. §403-
1(1); Pub. L. 86-36, §6; or 18 U.S.C. §798.

The records sought in ilems #3-4 and 6-8 relate to policies, procedurss, guidelines,
evaluations, assesyments and practices that would reveal the scope of any warrantless
survailiamee of the Requesters — the majority of whom are lawyers communicating with
some clients overseas — gs well ag the Agency's awaremess of the illegality of the
program. The records soughi are related to potentially unlawful and unethical sctivity,
including documents puporting to guthotize and guide the surveillance of the
Requasters’ privileged commmications and/cr the sharing of informetion from the
surveillance with law enforcetnent officials for impermissible use in obtaining warrents
or in litigation. The disclosure of procedural protections, guidelines, or policies that
guide the Agency’s wanuntless surveiflance Program. cannoi possibly harm naticnal
security,

Information comceming the policias, procedures, guidclines, eveluations, assessments,
and practices related to the wamrantless surveillance program cannot reascnably be
viewed a5 disclasing specific intelligence activities, intelligence sources or methods, or
oryptology, see §1.4 (c), nor will it reveal vulnerabikitics o capabilities of the Agency’s
infrastructure, see §1.4(g). Such doteils might be revealed from documents describing
the specific technology used for sutveillance, but the evalustion of the warramtlzas
surveillauce program’s scope and legality caimot reasongbly be viewed as disciosing stch
details.

Moreover, it can hardly be said that disclogurs of doonments refated to the program’s
cope, propricty and legality will “cause exceptionally grave demage to the natiomal

security.”  The documents responsive to these items are more likely to revegl
unauthorized and unlawfil conduct, whish cannot he protacted from disclomurs within the
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scope of Section & of Public Law 86-16. Your office’s conclusory statement that
disclosure will cause “excoptionally grave damage to national security” and the unlawful
and embarrassing nature of requestsd documents fail to satisfy the requirements for
exemption under the first and third exemptions from FOTA's disclosure requirements.

Finally, Requests object to your office’s refusal to disclosure some rtesponsive
information pursuant to the fifth exemption of FOIA. In order to qualify for exemption
under the fifth exemption from FOLA, a docwnent must safisfy two requirements. First,
its source must be a Government agency and, second, “it toust fall within the ambit of a
privilege agamst disclosurc under judicial standards that would govern litigation againat
the agemcy thet holds it” Department of the lnterior and Bureau of Indian Affairs v.
Kiamath Water Users Protective Assoe, 532 US. 1, 8 (2001). Your office has not
indicated with specificity whether you are invoking this exemption becangs the requested
mformation js from a predacisional deliberative process, or is privileged attamey work-
product or attomey-client communications. Pleage provide Requesters with an index
indicating the specific nature of the exemption for each document.

Purely factual information, postdecisional deliberadve information, and attomey work-

product providing gwidance for future illegal activity is not profocted under the fifth

exemption. Ses American Civil Liberties Uinion v. Departmeant of Justice, 265 F. Supp.24

at 3940 (“Purely factual ipformation is generally comsidered non-deliberative, and is

therefore not typically covered by this exemption. Such information must therefore bo

disclosed cven when contained in an otherwise protected document, unless the

information is ‘inextricably intertwined” with, or incepable of being segregated from, the

cxempt material.” (mternal citations omitied)), Army Times v. Dapartment of the Atr

Force, 938 F.2d 1067, 1071 (D.C. Cir. 1993) (“Exemption 5§ applice only to the

deliberativs portion of a document and not to any purely factus], non-exempt information

the document contains. Non-exernpt information must be disclosed if it is rcasonably

segregeble from exempt portions of the record, and the agency bears the burden of .

showing that no such scgregable information exists.” (quotstions omitted)); American

Bar Associadon Model Rule 1.2(d) (“A lawyer shall oot counse! a client to engage, or

asgist a cliemt, in conduct that the lawyer knows i3 criminal or frandulent.”). Your office i

is under ay obligation to revicw these documents, to identify the specific nature of fhe \

exemption asserted, and to disclose all segregable portions of the responsive information

for itermns #3-4 and 6-8. ’
i
!

Finally, with respect to these items, assuming arguendo that some portion of the
documents responsive to items #3-4 or 6-8 is property withheld, your office is under an
obligation ta datetmine whether somo portions of these records are sepregable and, :
therefore, subject to dieclosure. See nupra at 10. '1

In addition to those objoctions for items #3-4 and 6-8, we raise additional points |
regarding items #7-8. :

. flem#7 |
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Through both official and uncfficia) discloswres, some of the documents requested in
item #7 have been madse public by another agency pursuant to &8 FOIA request by the
Electromic Privacy Information Center.'® The disolosure of these docutments did not
“eguge excaptionally grave damage to the national security” &8 your office claimed in
invoking the first exemption under POIA; nor did it result in the disclosures of any
specific NBA intelligence tacget, mission or activity which would justify exemptico under
the third exemption fom FOIA's distlosure requirement. Your sffice’s claim that any
further disclosure of these and similar documents wonld cause damage to ovr national
soourity or reveal ¢lassified informationh is meritless against this backdrop of public
diselosure. This is & bocause the existamce of &t least some of the roquested records is
uncontestably public knowledge. See Waskington Post v. United Stares Dapartment of
Defense, 766 F. Supp. 1, 9 (0.D.C. 1991).

Jtem #S:

The refusal to discloss any documents responsive to item #8 is nojustifiable because the
information about budget allocations is not properly classificd uoder Executive Ordar
12958 and cemnot reveal specific details about intelligence missions, sources, or methods
that are properly classified and withheld under 50 U.8.C. §403-1 or Section 6 of Pyblic
Law B6-36. Morcover, this information is the subject of ongoing public debate, and is
being sought by officials at the highest level of our democratic government who have
also rejectod the Exocutive’s attempts to classify this information. See Laurie Kellman,
Sen. Specter Threatans to Block NSA Funds, Wash. Post., Apr. 27, 2006,

In cloging, Requesters nots that meny government officials involved in classification
determninations bave besn incroasingly concernad over the past few years about the over-
clm:ﬁcanon of information that results in less public accountability for govemmunt
conduct.? Your office’s overly-broad assertions of exemptions fhom FOIA's disclosure
requirsmients for information related to mlawfil and wmethical govemment activity
threatens to further this wowarsnted governmental secrecy. Ascordingly, Roquestars
demand that your office engage in an sdequate and diligent effort to properly desigaate
information, to disclose ail respopsive documents not proparly subject to a FOIA
sxemption, and to comply with your obligations to provide scgregable information when
nacespary.

% The documents nlatod to the NSA's wanrsntless surveillanoe progmam are publaly-nvailable st bitpy/
cy'nsafoin/default itk ola,

Tha over-classification of docanrents was an issue cited by the 9/11 Conumissian i its final rrport 23 ooe
factor impairing the efficient and offective sharing of informarion with the Ameroan public. See The 9/11
Camseission Repent, Finat Report of tha Nationat Corerision on Terrorist Attacks Upan the Unites Statey,
417 (“Current security naqumnwnts murhre  overcleggification snd excassive comparinemation of
miomuation among agencies.) In sAdition, much Congrese has recently began to addiess this issue, Sad
Mymomandum from Lawrence J. Halloran to Membert of the Subcopmmittes on Natiomal Security,
Emerging Threats, and Internatiopal Relatione, Brisfing Memorandum for the hearing, Emergimg Yhreaty:
Overclarsification and Pseudo-classification, schedvled for Wednesday, March 2, 1:00 pon., 2154 Raybwrn
Howrs Cffice Beilding, Feb. 24, 2005 (uoting that the Informetion and Sscurity Oversight Office’s 2003
Report two the President found that “many semior officials will candidly ackmowledgs that the governmant
classifias too much inforteation, although oftentimes the obacrvation (s mede with respact to the activitics
of agercies othey then thely o™,
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We request a response to this appeel with twenty (20) working days.

William Goodman, Baq, !
Legal Director '
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APR. 21, 20 2:dlpmM ‘ M 471 P.E

NATIONAL SECURITY AGENGY
CENTRAL SECURITY SERVICK

FORT skond® &. WEADE, MARYLAND m AR144

28 Februnry 2006

New York, NY 10012

Dear Mr. Goodman:

This reaponds to your Freedon of infrmation Act (FOLA) request of
meuwm.mr:‘unmdbﬂhdnﬂmmMJnﬁmmrhm
MMWWMMMGG&'MnMW
smydﬂuhmmmmcmhcmmmm. Le., the

indiﬁdullull*;:admmmmmm Admm@ﬂ;mdmordg
otneerhing development, tction dompatic
survelllanos program. MﬂmgﬁmmmmtiMIMnuthv
relate 13 the abovn:

1, Anmdsuhﬂngmmmmﬂrﬂmnewwuﬁuhﬂm’
2. Exscutive orders anthorising wareantions searces:

3. menpm,pm,mmmtdm&;

4. Reocords relwting to the legality or appropristeness of the program:

5. Departerenit of Justioe evahiations, asscesments, of aydits of the program;
6. Internal NSA evaluations, aspessmonts, or audits, of the Jrrograse;

T

. Kecards cotiteining concerns or commaents judges, national security officials,
i om.wmmm‘nhztmmmd

&. mmmwum“mbmmm.

_As you know, the President of the Utsited Btates “authorised the Naticnal
Secitity Agansy [(NBA)], canplstant with U.8, luaw and ths Conetitution, to interoept
mmwmammmaﬁmmmm&hmmqmmmmd
terrorist evganivations.” mmtﬂmnﬁndthu'[tlhuhahiuhbduﬂed
progrem that in sxuslnl to our aational ssourity,”
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APR.21.3006  Z:42PM Ho.A71 B3

FOIA Case: 48144 . ;

Raet wasursd thas safsguards are ity place to protect the ciyil Kbestles of U.5.
citizéna. Howwwar, beosuse of the highly clastifled natnre of the progreaon, ws can
noither sonfirm nor deny the eadatente of recerds regponsive to iemm #1 of your \
request. Ths fact of the axigtetion or non-existence of respotinive recorda ia & 1
currently and properly claseified natier in accordance with Exscittive Order 12968, aa -
amended. Thus, this porticn your request ls denled pursuant to the firet cxemption ;
of the FOIA, which prevides that tha FOIA doss not apply to sattars that are i
pecifically authoriand nnder critasia, established by xn BExacutive Order to be ept ‘
pocrel in ths intarset of national dafenss or foreign salations and adeé properly
clasaified pursiant to such Executive Order,

Moreovar, the thind exemption of the FOIA pravides for tha withholding of
information specifically protected fom Alsclosure by statute. Thits, any inforinstion

sparrption, The spacific statutes wpplicabls in this cese me 18 U1.8, Code 758;
Titla 30 U.8. Code 403-1(]); and Ssetion &, Publio Law 86-36 (50 U.8, Cods 402 nate).

Regarditig itema #2 end #35 of your regeat, we have determinad that we da not
bave reoords responsive to those portions of your requoest, :

Regarding items #3-4 and #8-8 of your requaat, we Lave dotarmined the
followving:

Other than tic two snclossd {teme, the information responaive to thia portioy
of youx pecuest has been dound to be currently end properdy classifiad in acoondsnce
with Bxgoutive Ordar 12058, s amendnd, Ths infrmation meets the critoria for
clasutfication as set farth in Subperegraphes (o) a4d (g of Bection 1.4 and remaine
clansifiad TOF BECRET us provided in Scotion 1.2 of Executive Oxdar 12983, us

mmuwpﬂwslbm 10 the naticnal security, Bsootisie the
in curremily and s It 16 axempt Soen discdostive plitssant
to the firet exemption of the (5 U.8.C, Ssctlon BEAL)(1)).

Furtharmers, this Agency fa muthoried by varfous statntes to protect certaln
information soncerning its activitivs. . the information reppateive to this
portion of your requeat ls exempt fron dinclosure pursuant to tha third cromption of

protected fom
digclogure by statute. The spocific statiates apphioabls in this oase ars This 18 U5,
% To8; 80 U8, Coda 403-13); and Bectlon 6, Publo Law 86-36 (B0 U.8. Code

Finally, acme of ths information sespapsive to this portion of youur requeat i
exemipt from releape pursuant to the #th cxsmaption of the FOIA. Thhwmpﬂm“
spplisz to inter-agenty of intTu-agenty memorands, or Isttecs which would be
avadlahle by law to & party in litigetion with the egensy, ptoteoting information that be
mpmwmmmwm context, m_gg.;u infermyation that is part of 2
and/or attornay work pmluct. = far ' o,




PR, 2L, 200G 242PH NOL 471 F.4

FOIA Case: 48144

Binoe iten #1 of your requent is denled, we did not Joosts reoceds reaponsive to
itemp #Q and ¥5, and becauss most of the informxtion responsive to ttams #3-4 und
#0-8 In baing withheld, you are heroby advised of this Agericy's eppeal provedures.

deniod ncosss to infrrmation may e wn to the NAA/CHEE Freedotn
of ation Aot Authaoeity. Tha appeal must be postnarkod no Later than
60 calendar dayn of the dute of the baitlal denlal Inttey, mmmwmm
addreasod to the NEA/CSS FOIA Appesl Aurhority (DC34H, N Beourity A
. 5800 Bavage Rond STE 6248, Part Gearges G, Moads, MD muam,‘w
shall reference the adverse drtermiination sad shall gostain, fn mflcisnt LT
mmmﬁmmmmmmmmmmmh
unwarrentad, The NSA/CSE FOIA Appoal Authority will endeavor to raspand to the
appeal within 20 wetliing dayn afier reouipt, abeent aty nnusuai olroumatances.

Flague be advised that records reepunsive to {ten $4 of your reguest inchude a
document arighiating with snother government agancy, Bacailse we are unable to

mais dstermimations as to the reloasabdlity of the other agency's information, we have
requested that the agancy review the dooutment and peovids I.dinetruponn"f:m.
Sinoesely,
mu:s‘p.qw
Director of Policy
Enalm:
a/e ’
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Jenuary 18, 2006
VIA OVERNIGHT DELIVERY

National Security Agency

Attn: FOIA/PA Office (DC34)

5800 Savege Road

Suite 648

Ft. Genrge G. Meade, Maryland 207556248

{fax) 301-688-6198

Dear FOIA/RA Officer:

Thix lefter constitutes & Request for records pursuant to the Freedom of Information Act
{"FOIA™), 5 UB.C. § 552, at seq., and corresponding regulgtions. This Request iy submitted on
behelf of the Center for Constitutional Rights, its staff and Board aftorneys, and the voluntesr,
cooperating, and co-counse] attorneys and their staff (colleetively, “Requesting Parties™ or
"Requesters”) listed in Appendix A attached bersto. A similar request has been submitted fo the
following agencies, departrents and units of the United States government: the Federal Bareau of
Investigation, the Defense Intelligence Agency, the Central Intalligence Agency, the United States
Army, the United States Navy, the Deperiment of Homeland Security, and the Department of Justice.

L Requesting Parties

The Center for Constitutional Rights (“CCR™) is & non-profit, public interest organization
that cngages in litigation, public advocacy and sducationa! programs on bebalf of those who seck to
challenge govermnental miscondust, racial injustics, social aud econamic injustice and violations of
international humen rights law in U.S. courts, the courts of othet countries and othor intemationsl
bodies and courts. For the past four years, lawyers and advocates at CCR bave represented citizens
and vonvitizens identified as elloged terroriste and/or suspected of having affilistions with terrorists.
These persgns hiave been detained in places as diverse as the Mctropolitan Detention Ceanber in
Brooklyn, Now York, the Passaic County Jail in Pattsrson New Jemsey; the detention center af the
U.S. Naval Station in Guant4namo Bay, Cuba; the Far Falextin Branch Detention Facility of Syrian
Military Intelligence in Damascus, Syria; the Sednaya Prison in Sednaya, Syris; Aby Ghowib Prison
in Baghdad, Iraq; and other U.S. facilities, whera they were gubject to physical and psychological
abuse or torture, or unlawfil rendition,

This Roquest is made on behalf of the following CCR staff members, staff attorneys,
volunteer attomeys, congultants, and Board Mernbers who have or may have communicated with
clients, familics of clients, attorncys and humim tights activists in foreign countries: William
Goodman (a.& 4., Bill Goodman), Barbara Olshensky, Gitanjali Gutierrez (ak.a., Gita Gutiemrsz),
Tina Monshipour Foster (Tina Foster), Seema Ahmad, Macia LaHood, Jennifer Green (a.k.a., Janmie
Greeq), Shayana Kadidal {(ak.a,, Shane Kadidal), Rachel Meeropol, Steven MacPherson Watt,
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Matthew Strugar (a.k.a., Matt Strugar) Marc Krupanskd, Kelly McAnnany, Claire Tixeire, Michaal
Ratneg, Jules Lobel, David Cole, Rhonda Copelon, Peter Weiss, Abdeen Jabars, Marilyn Clement,
Charles Hay-Maestre (s.k.a., Charlie Hay-Maestre or Charley Hay-Masstre), and Jeff Hogue.

This Request is also made on behalf'of {08 pro boro volunteer, coopersting and co-counse!
attorneys and their staff throughout the Unitad Stxtes who have wotked with CCR on a variety of
cases, pramarily involving petitions for writs of habsaz corpus filad on behalf of parsons detained at
the U.S, Naval Station in Guanténamo Bay, Cuba. These pro bono attomeys and their staff are listed
in Appendix A.

2. Definitions

For the purpose of this Request, the following dafinitions shall apply:

A.  "Elevironic surveillagee” - refers to

(a} the acquisition by am cloctromic, mechanical, or gther surveillance
device of the contenty of uny wire, radio or other comnmumication in
any form or format of persons located within the United States
abtained without henefit of warrant, including but not limited to amy
and all wiretaps, recordings, surveillance and/or intsrceptions of
telephonic conversations and/or transactions {including cellular and
sarellite phone conversations andfor transactions), interception of -
mail conversations, or other written communications fram public or
nom-public web sites ar computer networks;

{b) the acquisition by an electronic, mechanical, or other surveillance
device of non-content records obtained without benefit of warrant,
from persons locsted within the United States that identify the
existence of any communications, including but not imited to pen
registary; end

{c) the warrantless instaflation or use of en electronic, mechanical or
other surveillance device for monitoring to mre information, other
than, from a wire or radio communication:’

B. “Records” - refors to all “records™ as defined by the FOIA, SUSC. §
522{f)(2), including but not limited to existing memoranda, Bgresments,
notex, ordars, policies, procedures, protocols, written or email
correspondence, faxes, files, reports, rules, technical manuals, tachnical
spacifications, training manuals, studies, analyses, audio or video recordings,

1 Thin requent doca not inciude towrveillance suthorized parsant o Scotions 1802 or 1822(x) of the Foreign
[ntz)ligence Survaillance Act 50 U.5.C, 88 1802 or 1822(a).
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tranacripts of such rocordings, data, papers, guidance, guidelines, eveluations,
instructions, photographe, films, recordings, books, accounts,
commutications and all retrievsble information in computer storage,
regardless of form of the regord as 2 digital, audio, written, video, or other
record;

C. "Blectronis surveillance” “of peregns located within the United Stateg® - refirs
to records obtained thraugh electronic surveillanee of any communications by
or to an judividual, individuals, group or groups within the United States,
tegardless of whether the commumication originated ingide or outside the
United States,

3. Records Sought

CCR and the other Requesting Parties seek disclosure of rocords in the posssssion of any
affice of the National Security Agency (“"NSA") and eIty agency, organizetion of corporation holding
records at the behest of the NSA concemning amy warrantless electronic surveillance or warrentless
physical searches of any person located within the United States from Septomber 11,2001 to the date
of this FOLA. Requast that references & Requesting Party. Tn addition, CCR and other Requestera
seek the disclosure of records concerning the development, zpproval, and implementation of the
Executive's warrantless cloctronic surveillance and/or warrantless physical search program within
the United States. : _

I order to ascertain the cxtent of the Bxecutive's policies and practices concerming
wartantless electronic surveillance and/or wacrantless physical segrches of persons located within the
United States, Requesting Parties saek the following records:

1. Al records obtained through or relating to ongoing or comploted warranitess
clectronic swrveillance or physical searches of persans located within the United
States, including logs and indexos, regarding or concsming any Requesting Party
and/or records of warrantiess electronic surveillance or physical searches of persons
located within the Unitod States that reference, list, or name any Rexquesting Party;

2. AnyExecutive Orders authorizing the warrantless electronic aurveillance or phyaical
searchos of perscns located within the United States referenced in paragraph (1)
above,

3. All recards establishing, discussing or referencing the policies, procedures,
guidelines, or practices of the NSA used to (8) identify the individuals or
orgenizations subject to warrantless electronie surveillance or warrantless physical
saarches within the United States; (b) gather information through warrantless
¢lectronic surveillance or warrantless physical searchies within the United States; ()
share this information with other U8, government agencics and with foreign

e FROBL e BRDL L BGYBPTOTTE XY BY:IE0 S00X/T0/R0




governments or the sgencies or agents thereof; (d) share this information as o basis
for a warrant request by the [U.S. Department of Justice ta the Forcign Intelligance
Surveillance Act Court; () dastroy this information; and/or (£} consult with or secure
approval from the U.S. Departinent of Justice or other departments, agencics ot
Exeoutive officials prior to conducting wartamtless electronic surveillance or
warrantlees physical searches of persons located within the United States;

4. Anyrecords stating, discussing, or referencing the legality or propriety of warrantless
clectronic surveillance or warrantless physioal searches of persons located within the
United States, including but not limited to policy statements, memoranda, analyses,
explanations, or sutherizations;

5. Any Departinent of Justice eveluation, assessment, or audit of any NSA program
implementing warranticss electronic surveillance or warrantlsss phywical asarches of
pereony located within the United States;

6. Any imfernal N3A evaluation, assessment, or andit of amy NSA program
implementing watrantless clectronic surveillance or watrantless physioal searches of
persons located within the United States;

7. Any records containing concerns or comments by judges, national security officials,
intelligence officials, goveramient lawyers, or other about the WSA warranticss
alectronic surveillancs program; and

8. Allrecords reflecting budget allocations for all warrantless electronic surveillance or
warrantleas physical scarch programs of persons located within the United States.

4 Reguesters Are Entitled to Expedited Processing

Expedited processing is warranted when an orgamization “primarily engage(s] in
disseminating information in order to inform the public about an actual or alleged Federal
Government activity”” has an “urgent need™ to sccurs the records. 32 CR.F. § 286 4(d)3Xii). The
Center for Constitutional Rights is an organization “primarily engaged in disseminating information™
about govarnment misconduct through the work of ita staft, Board, voluntser, cooperating, and co-
coungel attarneys. As described above, CCR engages in litigation, public advoescy and educational
programming to defend constitational and humsg rights law, Dieseminstion of inforrmation to the
public is 2 cructal component of CCR’8 mission and work. Specifically, CCR publishes reports and
newiletters, maintains a publlc website, issucs prees releages, and offers educational materials and
programuming to the pubic within the United States and internationally. Additionally, CCR’s staff,
boa.rd,‘md voluntesy, co-counsel, and cooperating sttorneys further disseminate CCR’s information
to their local and national communities through a variety of means, including their own press
releases, interviews, reports, end educational programming,




The records in question involved the NSA’s actual and allsged warrantless electromic
surveillance within the United Siates, in apparent violation of the rights guaranteed by the First,
Fourth, Fifth and Fourteenth Amendments to the United Stxtcs Constitution. FOIA requests bearing
upon alleged Constitutional violations require an immediate response in order to coase any ORgoing
violations and to prevent future ones.

Arequester may also demonstrate compelling neod by 2 showing that the information sought
is “urgently nosded’’ and involves » “"breaking new story of general public interest.” 32 CRF, §
286.4{d)3)iii). The instant Request clearly meets these standards in light of the current public
scrutiny and impending legislative hearings in regponse ta the disclosure of the Bxecutive’s policies
and practices involving warrantless electronic surveillance of persons within the Uited States. See,
e.8., Jennifer Loven, Report of NS Spying Prompts Call for Probe, San Fran, Chron., Dec. 16, 2003
{stating that Senator Arlen Spector, chairman of the Senate Judiciary Committee, promised that the
Senate would conduet hearings to investigate the NSA's warrantlese electronic surveillince
practiccs), see also Christine Haneer, Bush Declines to Discuss Report on Egvesdropping, N.Y.
Tumes, Dec. 16, 2005; Maura Reynolds & Greg Miller, Comgress Wants Answers About Spying on
TLS. Cirigens, Pitts. Post-Garette, Dec, 16, 2005; Jamnes Risen & Eric Lichtblau, Busk Laty IS, Spy
on Callers Withowt Cowrts, N.Y. Times, Dec. 16, 2005; Steven Thomms, Spying Could Create
Bucklash on Congrass; Public Reaction Hinges on Identity of Targats, San Joss Mercury News, Dec.
16, 2005, Caren Bohan & Thomas Ferrsro, Busk Defends Eavesdropping and Patriot Act, ABC
News, Dec. 17, 2005; Dan Eggen & Charles Lane, On Hitl, Anger and Calls for Hearing Greet News
of Staseside Survelllance, Wash. Post, Dec. 17, 2005; Jennifor Loven, Bush Dafends Secret Spying in
U.S., San Pran. Chron., Dec. 17, 2005; John Dismond, NS4 s Surveillance of Citizany Echoes 1970
Controversy, USA Today, Dec. 18, 2005; Barton Gellman & Dafna Linzet, Pushing the Limits of
Waritme Powers, Wash. Post, Do, 18, 2005; Janes Kuhnhenn, Bush Defends Spying in U.S., San
Jose Mercury News, Dec. 18, 2005; Fred Barbash & Peter Baker, Gonzales Dafends Eavesdropping
Program, Wash. Post, Dec. 19, 2005; James Gerstenzang, Bush Vows to Continue Domestic
Surveillance, L.A. Timas, Dec. 19, 2005;Todd 1. Gillman, Sush Assails Disclosure of Domestic
Spying Program, San Jose Merenry News, Des. 19, 2005; Terrence Hust, Bush Says NSA
Surveillance Necessary, Legal, Wash. Post, Deo. 19, 2005; David Stout, Bush Says US Spy
Program is Legal and Essential, N.Y. Times, Deg. 19, 2005; George E. Candon, Bush Szys Spying Iv
Needed to Guard US, San Diego Union Trib., Dec. 20, 2005; Michael Kranish, Busk Callr Leak of
Spy Program Shameful, Bost. Globe, Dec, 20, 2005; Jeff Zeleny, No 'Unchecked Power’ in
Domestic Spy Furor, Chi. Trib., Dec. 20, 2005; Dougles Birch, NS4 ‘s Methods Spur Controversy,
Balt. Sun, Jan. 8, 2006; Dan Eggen, Probe Set in NS4 Bugging, Wash, Post, Jan, 11, 2006; David
E. Sanger, In Shift, Bush Says He Welcomes Inguiry on Secret Wiretaps, N.Y. Times, Jan. 11,2006;
Scott Shane, N.S.A. Audit of Spying is Nor Assessing Legality, N.Y. Times, Jan. 11, 2006; Jessica
Yellin, Ex-CiA Lawyer: No Legal Basis for NSA Spying, ABC News, Jan. 11, 2006: James
Gerstenzang, Busk Now Cites Value of Spying Inguiry, L.A. Times, Jan, 12, 2006; Sean Sullivan,
Markey Bashes Survaiilance Program at Forum, Arlington (MA) Advocate, Tar. 12, 2006.

Finally, pussuant to the applicable regulations and statee, CCR g the other Rexjuesters
expect the NSA’s determination of this Requent for oxpedited processing within 10 calendar days
and the determination of this Request for documents within 20 days. See 32 CF.R. § 286.4(d)(1),
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(3), S US.C. § 552(){6)AXNI).
5 Requesting Parties Are Entitied To A Fee Waiver

Roquesting Parties arc catitled to waiver of all costs pursuant to 5 U.S.C, § 552(a){4)(A)(iii)
becxuse “disclosmite of the requestzd records is in the public interest® and “likely to contributs
significantly to the public understanding of the operations or activities of the govermment and iz not
primarily in the commercial interest of the requester.” Ay indicated above, the significant media
attention focused on the NSA's policy of warrantless alectronic surveillamce reflacts the
axtraordinary public interest in the records Requesters seck. Disclosure of the requestad information
would reveal the extent of the NSA's watrentloss electronic surveillance and/or warrantless physioal
searches of persons Jocated within tha Upited States, raising weighty constitutional questions.

Further, disclosure of the requested records will aid the public's understanding of the
Prosident’s decision to disregard existing restraints on the exercise of Executive power, including the
minimal oversight provided by the Foreign Intelligence Surveillance Act courts.

Finally, ss a non-profit legal, advoocacy, and educational erganization, CCR and its staff,
Hoard, and volunteer, so-counas] and cooperating attorneys are well-suited to disserninate publicly
the informetion obtained from thie Raquest. Becauss this Requeat satisfics the statntory criteniu, a
fee waiver would fulfill Congress’s legistative intent in amending FOIA. See Judicial Waich, Inc. v.
Rossoin, 326 F.3d 1309, 1312 (D.C. Cir. 2003) (“Congress amendsd FOIA to ensure that it be
liberully cotatrued in favor of wavers for noncommercial raquesters.” (intarnal quotation marks
omitted)).

If the fee waiver is not granted, however, we request that the fees assipned be limited to
“reasonable standard charpes for document duplication® pursuant to 3 U.S.C. § 552(a}4) (A
(“[F}ees shall be limited to reasonable standard charges for document duplication when rocords are
not sought for commercial use and the request is made by . . . .a representative of the news media . .
St and 32 CFR. § 286.28(e) (stating that scarch and review fees shall not he charges to
“reprecentatives of the news media™). If appropriste after reviewing the results of the Request, CCR
intends to “disseminate the information™ discloasd by this Raquest “among the public™ through the
media channcls described above. CCR meets the definition of a “representative of the nows medis™
because it is “an entity that gathers information of potential interest to a sagment of the public, uses
its editorial skills to turn raw material into a distinct work, and distributes that work to an sudience.”
Nar'{ Security Archive v. Dep 't of Defense, 880 F.24 1381, 1387 (D.C. Cir. 1989);: sea alro Judisial
Waich inc., v. Rossotti, 326 F.3d 1309, 1310 (D.C. 2003) {finding that 2 nou-profit, public intcrest
organization that distributed a newsletter and published books was a “reprosentative of the medsa™

for purpeses of FOTA). Accordingly, any fees imposed for the processing of this Request should be
lirmited ptrstzant to these regulations,

L] »* " L]

Ifthis Request is denied in whole or in part, Requesters ask that the NSA justify all dcletions
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by reference to specific exermptions of FOIA. Redquesters expect the NSA 10 release all segragable
portions of otherwise exempt matcrial, and reserve the right to appoal & decision to withhold any
records or to deny the within application for expedited processing and waiver of foes.

Thank you for your consideration of this Request. Kindly direct all fature responses and
furnish all disclosed records to Willlam Goodman, Legal Directar, Center for Conatitutional Rights,
666 Breadwary, 7" floor, New York, N.Y. 10012, teleghone (212) 614-6427.

Under penalty of perjury, I hereby affinn that the information provided supporting ths
Request and the attached Appendix are true and correct to the best of ty knowledge and belief,

Signed by:

William Goodman, Baq.

Legal Drirector

Center for Constitutional Righta
666 Broadway, 7 Floor

New York, NY 10012

(212) 617-6427
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David C. Sleigh, Fsg,
Sleigh &Williams, P.C.
364 Railroad Street

5t. Johmshury, VT 05819
(802) 748-5176

Joeeph Margulies, Eaq.
MaocArthur Justice Center

University of Chicago Law School

1111East 60th Street
Chicaga, IL 60637
(773) 702-9560
(763) 245-8048

Stephen M. Truitt, Baq.
(202) 220-1452

Charles Carpenter, Esq.
(202) 220-1507

Pepper Hamilton LLP

Hamilton Square

600 Fourteenth Street, N.W.

Suite $00

Washington, D.C. 20005

Christopher I. Huber, Esq.
Pepper Hamiiton LLP

3000 Two Logan Square
Eighteenth and Arch Streets
Philadelphia, PA 19103
{215) 9814446

Marjorie M. Smith, Eaq.

Law Office of Magjorie M. Smith

P.O. Box 234
Piermont, NY 10968
(845) 365-6335

Richard (Dicky) A. Grigg, Esq.

Spivey & Grigg, LLP
48 Eust Avénue
Augtin, TX 78701
(512) 474-6061

UL £33 R

Appendix A*

Richard J. Wilson, Professor of Law
Muneer 1. Ahmed, Profeszor of Taw
Shekn Sheikholeslami

Amcrican University Washington College
of Law

4R01 Massachusetis Ave. NW,

Washington D.C. 20016
(202} 2744147

William (Bill) A, Wertheimer, Jr., Bsqg.
30515 Tmmberbrook Lane

Bingham Farms, M1 48025

(248) 644-9200

Allar Sussman, Eug.
Suzeman Law Office
Box 379 :
Bearsville, NY 12409
(845) 679-6927

Jonathan Wells Dixon, Esq.
Paul Schoeman, Esq.
Allisot Sciater, Bsg.
Michael J. Sternhell, Faq.
(212) 715-7624
Kramer, Levin, Naftalis, & Frankel LLP
1177 Avenue of the Americas
New York, NY 10036
(212) 7159100

Eldon V.C. Greenberg, Feq.
Garvey Schubert Barer
1000 Potomac Street, N.W.
Washington, D.C. 20007
(202) 208-1789

Samusl C. Kanffinan, Eog,
Garvey Schubert Barer
121 8.W. Maorrison St.
Portland, OR 97204

(503) 228-3939

*Writter authorizations from all individuaf requesters are attachad.
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Gearge Breat Mickum, IT], Esq.

(202) 434-4245
Dougles J. Behr

{202) 4344213
Keller and Heckman LLP
1001 G Street, N.W,
Washingtor, D.C. 20001

John W. Lundquist, Bsq,
(612) 492-7181

James E. Dorgcy, Esq.
(612) 492-7079

Deborab A. Schoeider, Esq,
(612) 4827124

Asmuh Tateen, Esq.
(612} 492-7134

Jeasica [, Sherman, Bsq.
(612) 492-7020

Predrikson & Byron, P.A.

200 South Sixth Street

Snita 4000

Minnespolis, MN 5$5402-1425

(612) 4927000

Richard L. Cys, Esq.
Davis, Wright, Tremaine LLP
1500 K Strest NW

Suite 450

Washington, DC, 20005-1272
(202) 508-6618 '

Murk S. Sullivan, Eaq.
(212) 4159245

Christopher G. Karaghenzoff, Eag.

(212) 415-0793

Joahua Colangelo-Bryan, Baq.
(212) 415-9234

Dorsey & Whituey LLP

250 Park Avenue

New York, NY 10177

{212) 415-9200

Williem J. Mizphy, Bsq.
Jobn ], Connolly, Baq.
Murphy & Shaffer LLC
Suite 1400

36 South Chiatles Strect
Baltimore, MD 21201
{410) 783-7000

Clive Stafford Smith, Esg.
Justice in Bxile

P.C. Bax 52742

Landon, BCAP 4WS§

44 (20 7353 4640

Amold L. Natali, Jr,, Eaq.
(973) 622-2475

Jeremy 1., Hirsh, Esq.
(973) 622-3165

MceCarter & English LEP

Four Gateway Center

100 Mulberry Streat

Newark, NJ 07102

[973) 6224444

Jagon C. Welch, Esq.
McCarter & English L1P
City Plage 1

185 Asylum Streat
Hartford, CT 06103
(860) 275-7048

Paula M. Jones, Esq.
MeCartey & English LLP
Mbellon Bank Center
1735 Market Streat

Suite 700

Philadelphia, PA 19103
(215) 979-3844

Louis (Lou) Marjon, Esq.

67 West North Shore Avenue
North Fort Myers, FL. 33003
(239) 652-3951




H. Candace Gorman, Bsq.
Elizabeth Popoliz, Bsq.

Law Office of H. Candace Gormsn
542 5. Dearbvorn

Suite 1060

Chicage, IL 60605

(312) 427-2313

W. Matthew Dodge, Esq.
Federal Defender Program, Inc.
100 Peachtroe Street, NW
Suite 1700

Atlanta, GA 30303

(404) 688-7530

John A. Chandier, Esq.

{404} 853-8029
Elizabeth V. Tanis, Esq.

{404) §53-8382
Kiristin B. Wilhelm, Bsq.

(404) 853-8542
Sutherland Asbill & Brennam LLP
999 Pcachtres Street, N.E.
Atlanta, Georgia 303093596
(304) 853-2000

Richard G. Mimphy, Fsq.
(202) 3830635
Cregory (Greg) Stuart Smith, Esq.
(202) 383-0454
Tohn ®. Anderson, Baq.
Suthetland Asbill & Brennan LLP
Waghington, D.C. 20004-2415
(202) 383-0100

Michael W. Drumke, Req.
Izmail Alsheik, Fsq.
David H. Anderson, Baq.
Schiff Hardin LLP

6600 Sears Tower
Chicago, IL 60606-6360
(312) 258-5500

COROR e,

Brian J. Neff, Fsq.
Dauald A_ Klein, Eaq.
Charles H. K. Potors, Eaq.
Schiff Hardin LLP

623 Fifth Avenue

New York, NY 10022
(212) 753-5000

Agnieska M, Frygzman, Eaq.
Reens Gambhir, Bsq.

Matthew K. Hand)ey, Esq.
Matthew Kaplan, Eeq.

George Farsh, Faq,

Jason M. Leviton, Esq.

Avi Garbow, Esq.

Cohen, Milstzein, Hauafeld, & Toll

‘1100 New York Ave. NW

Suite 500
Washington, DC 20005
(202) 403-4600

Richard Conghlin, Esq.
Foderal Public Defender for New Jersay

Paul M, Rushkind, Esq.
Offica of the Federal Public Defendear
Southetn District of Florida

150 Weet Flagler Street

Soite 1500

Miami, FL 33130-1555

(305) 536-6900

Thomas Wilner, Eeq.

Neil Koslowe, Esgq.

Kristine Huskey, Esq.
Amanda Shafar, Esq.

Uzta Rasool

Shearman & Sterling LLP
801 Pennsylvania Ave., NW

Wathington, DC 20004
{202) 508-8000

LB BERRYTAZTE XV 2430 §00T/T0/80




Julia Symon, Esg.
Clifford Chance US LLP
2001 K. Street NW.
Washington, D.C. 20006
{202) 212-5092

Gary A, Isaac, Eaq.
{312) 701-7025%
James C. Schroeder
(312) 701-7964
David A. Grossman, Esq.
(312) 701-8497
Lauren R. Noll, Eaq.
(312) 701-8253
Jeffrey (Jeff) ML Strauss, Esq.
(312) 701-7324
Stephen (Steve) J. Kane, Faq,
(312) 701-8857
Mayer, Brown, Rows & Maw LLP
71 South Wacker Drive
Chicago, 1L 60606

Adrian L. Steel, I, Eeq.

Mayzr, Brown, Rowe & Maw LLP
1909 K Street, N.W,

Washington, D.C, 20006

{202) 263-3237

Sergio F. Rodripuez, Esqg
{312) 612-8353

Carol A. Brook, Esg.
{312)612-8339

William H. Thaiz, Beq.
(312) 612-8335

Federal Defender Program for the

Northam District of Nlinois

55 E. Monroe St.

Suite 2800

Chicago, I1. 60603

(312) 612 8353

Jonathan Hafetz, Esq.
Brennan Center foo Justice
at NYU School of Law

161 Avenne of the Amexices

12® Floor

New York, NY 10013

(212) 998-6289

Scott S. Barker, Bsq.
Anne ], Castle, Baq.

Holland & Hart LLP
555 17™ Street, 5.E.

Suite 3200

Denver, CO 80202

(303) 295-822%

Caro] Elder Bruce, Esq.

Venable LLP

§75 7% Street, N.W.
Washington, D.C. 20004-1601

(202) 344-4717

Varda Husasin, Eaq,

Vemable LLP

8010 Toweas Crescent Drive |
Vietna, VA 22182

(703} 760-1600

Judith Brown Chomsky, Raq.
Michael Poulshock, Eaq.
Law Office of Judith Brown Chemsky

P.C. Box 29726

Elkins Park, PA 19027

(215) 782-8368

Michae] Mone, Esg.
Michacl Mone, Ir., Bsq.
Eszdails, Barrett & Esdaile

73 Federal Street

Boston, MA 02110

(617) 4820313
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Mary Manning Petraz, Esq,

Ketanji Brown Jackaon, Baq,

A.J. Kramer, Bsq,

Office of the Federal Public Defender for
the District of Columbia

625 Indiana Aveunus, N.W.

Suite 550

Wazhington, D.C. 20004
(202) 208-7500

Marc I, Falkoff, Bsq,

Robert H. Knowles, Eaq.
Brent T.Starks, Bsq.

Alissa R. King

Covingten &, Burling LLP
1330 Avenue of the Americas
Now York, NY 10019

(212) 841-1166

David H. Remea, Bsq.

Jescn M. Knott, Esq,

Gregory M. Lipper, Esq.

Erich W. Struble

Covington & Burling LLP

1210 Pennsyivania Avenus, N.W.
Washington, D.C. 20004

Brian S. Praser, Esq
(212) 530-1820
Marcellens E. Hearn, Bay.
{212) 5301948
Chrigtopher W. Dyaurd, Esq.
(212) 530-1908
Richards Speets Kibbe & Orbe LLP
One World Financial Center
Now York, NY 10281

Panl A, Loder, Eaq.

Richarde Spears Kibbe & Orbe LLP
1?75 Eye Sirest, NW.

5% Floor, Room 510

Washington, DD.C. 20006- 2401
(202) 261-2685

Maureen Rowley, Chief Federal Defenrder

Cristi Charpenticr, Assistant Federal
Defender

David MoColgin, Aseigtant Federal
Dafender

Shawn Molan, Assistant Federal Defender

Billy Nolas, Assistant Federal Defender

Mark Wilson, Asaistant Federal Defender

Federal Community Defender Office

for the Eastern District of Pennsylvania

Suite 540 Wast

601 Walmut Street

Philadelphia, Peonsylvania 19106

(215) 928-1100

Paul R. Fortino, Eeq.
Thomas R. Jobnson, Esq.
Cody M. Weston, Eaq.
Perking Coie LLP

1120 N. W. Cooeh, 10th FL
Portland, OR 97209

Elizabeth Wilson, Bsq.

Wilmet Cutler Pickering Hale and Dom
LLp

1455 Permgylvania Ave., N'W,

10" Floor

Washington, D.C. 20004

{202) 3428466

Greorgs Daly

George Daly P.A.

139 Altondals Avenue
Chulotte, NC 28207
(704) 333-5156

Seerus Abmad
Shahrada Ahmad
Marilyn Clement
David Cole
Rhonda Copelon
Jef¥ Popue

Tina M. Foster
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William Goodman
Jexmifor Graen,
Gitanjali Gutisrrez
Charles Hey-Maestro
Abdeen Jabara
Shayane Kadidal

Marc James Krupanski
Maria LaHood

Jules Lobel

Rachel Meeropol
Kelly MeAnnany
Barbara Olshansky
Michae] Rainer
Maithew Strugar
Claire Tixieire

Steven Wiatt

Peter Weaiss

Center for Constitutionsl Rights
666 Broadway, 7™ Floor
New York, NY 10012
{212) 614-6464

Walter A. Lasnevich

Lesnevich & Marzano-1eapevich
Court Plaza South

21 Main Street

Harckensack, NT 07601

(201) 488-1161

Ermmet J. Bondurant

Ronan P. Dohecty

Booduraut, Mixson & Elwore, LLP
3900 One Atlantie Center

1201 W. Peachiroe Streot

Atlants, (GA 30309

Michael Rapkin

Law Offices of Michae! Rapkin
1299 Ocean Ave., #900

Santa Munica, CA 90401

(310) 656-7880




ATTACHMENT 4




NATIONAL SECURITY AGENCY
FORT GEORGE G. MEADE. MARYLAND 207556000

Case No. 48144/Appeal No. 3108
31 August 2006

Mr. Wiiliam Goodman

Legal Director

Center for Constitutional Rights
666 Broadway, 7" Floor

New York, NY 10012

Dear Mr. Goodman:

This replies to your letter dated 1 May 2006 appealing the National Security
Agency’s (NSA) denial of your request under the Freedom of Information Act (FOIA) for
records concerning warrantless electronic surveillance that reference a “Requesting
Party” (any of the individuals affiliated with the Center for Constitution Rights, i.e.,
the individuals listed in your request and in Appendix A of your request); and records
concerning the development, approval, and implementation of the domestic
surveillance program. Specifically, you requested the following eight items as they
relate to the above:

All records relating to surveillance that reference any “Requesting Party;”
Executive orders authorizing warrantless searches;

Records on the policies, procedures, guidelines or practices of NSA;

Records relating to the legality or appropriateness of the program,;
Department of Justice evaluations, assessments, or audits of the program;
Internal NSA evaluations, assessments, or audits, of the program;

Records containing concerns or comments by judges, national security
officials, intelligence officials, or government lawyers about the program; and
8. Records reflecting budget allocations for the program.

N O N

Your original request, dated 18 January 2006, the Director of Policy’s response, and
your letter of appeal have been reviewed. As a result of this review, I have concluded
that the Director of Policy’s response regarding items #1-8 of your request was proper,
and accordingly, your appeal is denied.

Regarding item #1 of your appeal, the existence or non-existence of the
information you requested is exempt from disclosure pursuant to 5 U.S.C. § 552(bX1)},
which protects properly classified information. I have determined that any substantive
response to your request would tend to confirm or deny specific activities. The fact of
the existence or non-existence of such information is a properly classified matter under
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Executive Order 12958, as amended, since it meets the specific criteria for
classification established in Sections 1.4(c) and (g) of the Order. When such
classification is warranted, Section 3.6(a) allows an agency to respond by declining to
confirm or deny the existence of responsive records.

Further, the fact of the existence or non-existence of the records requested is also
exempt pursuant to 5 U.S.C. § 5562(bX3), which permits withholding of matters
specifically exempted from disclosure by statute. The applicable statutory provisions
with regard to the existence or non-existence of the records requested are: Section 6 of
the National Security Act of 1959 (Public Law 86-36, 50 U.S.C. § 402 note), which
provides that no law shall be construed to require the disclosure of the organization,
personnel, functions, or activities of the National Security Agency; 50 U.S.C.

§ 403-1(1X 1), which requires the protection of intelligence sources and methods from
unauthorized disclosure; and 18 U.S.C. § 798, which prohibits the release of
information concerning classified communications intelligence activities except to those
persons authorized to receive such information.

Regardless of whether NSA has records concerning warrantless electronic
surveillance that reference a “Requesting Party” (any of the individuals affiliated with
the Center for Constitution Rights, i.e., the individuals listed in your request); and
records concerning the development, approval, and implementation of the domestic
surveillance program, NSA can neither confirm nor deny alleged activities or targets.
To do otherwise when challenged under the FOIA would result in the exposure of
intelligence information, sources, and methods and would severely undermine
surveillance activities in general. For example, if NSA denied allegations about
intelligence activities or targets in cases where such allegations were false (e.g., we
told one FOIA requestor that we had no records), but remained silent in cases where
the allegations were accurate, it would tend to reveal that the individuals in the latter
cases were targets. Any further elaboration concerning these matters would reveal
information that is currently and properly classified under the Executive Order.

Regarding items #2 and #5 of your appeal, I am confident that NSA has no
responsgive records.

Regarding items #3-4 and #6-8, I have concluded that other than the two
documents that were provided to you, there are no reasonably segregable portions of
the remaining responsive documents that can be released. Accordingly, these
decuments were properly withheld in their entirety as detailed below.

The withheld information meets the standards for classification set forth in
subparagraph (a) of Section 1.1 of Executive Order 12958, as amended. In addition,
the information meets the specific criteria for classification established in Section 1.4(c)
and (g) of the Order. The information remains currently and properly classified TOP
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SECRET in accordance with the criteria established in Section 1.2 of Executive Order
12958, as amended. The documents are classified because their exposure could
reasonably be expected to cause exceptionally grave damage to national security.
Accordingly, the documents are exempt from disclosure pursuant to 5 U.S.C. §
552(bX1).

The same information is also protected against diselosure by 5 U.S.C. § 522(bX3)
which provides that the FOIA does not apply to matters that are specifically exempted
from disclosure by statute. The applicable statutory provisions with regard to the
information at issue are; 18 U.S.C. § 798, which prohibits the disclosure of classified
communications intelligence information to unauthorized persons; 50 U.8.C. § 403-
1(iX1), which requires the protection of intelligence sources and methods from
unauthorized disclosure; and Section 6 of the NSA Act of 1959 (50 U.S.C. § 402 note),
which authorizes the Agency to withhold information pertaining to NSA's activities,
organization, or the identities of its personnel notwithstanding the provisions of any
other law. '

The remaining information that the Agency withheld is exempt from disclosure
pursuant to 5 U.8.C. § 552(bX5). This exemption applies to inter-agency and intra-
agency memoranda or letters, which would not be available by law to a party in
litigation with the agency, protecting information that is normally privileged in the
civil discovery context, such as information that is part of a pre-decisional deliberative
process, and/or attorney-client privileged information, and/or attorney-work product.
In general, the attorney-client privilege protects communications between an attorney
and his client. The attorney-work product privilege protects documents and other
memoranda prepared by an attorney in contemplation of litigation. The deliberative
process is also applicable. Further, the documents in question contain pre-
decisional/deliberative information, the release of which could chill the decision making
process in the Agency. The logic behind the deliberative process privilege is that, by
maintaining the confidentiality of the give-and-take that occurs among agency
members in the formulation of decisions, the deliberative process privilege encourages
frank and open discussions of ideas, and hence, improves the decision making process.
The whole process would be harmed if participants could not engage in internal
debates without fear of public scrutiny.

Regarding item #4, the Office of Policy referred the responsive document to the
Department of Justice for a final release determination and direct response to your
organization.

Your request for a Mandatory Declassification Review (MDR) of items #1-8 is
denied for the following reason. This Agency conducted a line-by-line classification
review of the responsive records under the provisions of the FOIA, and determined that
all but two records you sought were currently and properly classified. The same type of
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review would have been done under the MDR process. However, pursuant to Section
3.5(3) of Executive Order 12958, as amended, information that has already been
reviewed for classification purposes will not be subject to a MDR for 2 years.

Since your appeal is denied, you are hereby advised of your right pursuant to
5 U.5.C. § 552(aX4XB) to seek judicial review of my decision in the United States
District Court, in the district in which you reside, in which you have your principal
place of business, in which the Agency records are situated (U.S. District Court of
Maryland), or in the District of Columbia.

Sincerely,

o

JOHN C. IS
Freedom of Information Act/Privacy Act
Appeals Authority






